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MiCOM P40 Agile P44T 1 Introduction

1 FOREWORD
This technical manual provides a functional and technical description of General Electric’s MiCOM
P44T range of IEDs, as well as a comprehensive set of instructions for using the device.
1.1 Target Audience
This manual is aimed towards all professionals charged with installing, commissioning, maintaining,
troubleshooting, or operating any of the products within the specified product range. This includes
installation and commissioning personnel as well as engineers who will be responsible for operating
the product.
The level at which this manual is written assumes that installation and commissioning engineers have
knowledge of handling electronic equipment and that system and protection engineers have a
thorough knowledge of protection systems and associated equipment.
1.2 Conventions
1.21 Typographical Conventions
The following typographical conventions are used throughout this manual.
e The names for special keys and function keys appear in capital letters.
For example: ENTER
e When describing software applications, menu items, buttons, labels etc as they appear on the
screen are written in bold type.
e For example: Select Save from the file menu.
e Menu hierarchies in documentation describing software applications use the > sign to indicate
the next level
For example: Select File > Save
e Filenames and paths use the courier font
For example: Example\File. text
e Special terminology is written with leading capitals
For example: Sensitive Earth Fault
¢ When reference is made to General Electric's Courier database, the column text is written in
upper case
For example: The SYSTEM DATA column
e When reference is made to General Electric's Courier database, the cell text is written in bold
type
For example: The Language cell in the SYSTEM DATA column
e When reference is made to General Electric's Courier database, the value of a cell's content is
enclosed in single quotation marks
For example: The Language cell in the SYSTEM DATA column contains the value 'English’
1.2.2 Nomenclature

Due to the technical nature of this manual, many special terms, abbreviations and acronyms are used
throughout the manual. Some of these terms are well-known industry-specific terms while others may
be special product-specific terms used by General Electric. A glossary at the back of this manual
provides a complete description of all special terms used throughout the manual.
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We would like to highlight the following changes of nhomenclature however:

The word 'relay' is no longer used for the device itself. Instead, the device is referred to as an
'IED' (Intelligent Electronic Device), the 'device’, the 'product’, or the 'unit'. The word 'relay’ is
used purely to describe the electromechanical components within the device, i.e. the output
relays.

British English is used throughout this manual.

The British term 'Earth' is used in favour of the American term 'Ground'.

1.3

Manual Structure

The manual consists of the following chapters:

Chapter 1: Introduction

Chapter 2: Safety Information

Chapter 3: Hardware Design

Chapter 4: Software Design

Chapter 5: Configuration

Chapter 6: Settings and Records

Chapter 7: Operation

Chapter 8: Application Examples

Chapter 9: SCADA Communications
Chapter 10: Cyber Security

Chapter 11: PSL Editor

Chapter 12: PSL Schemes

Chapter 13: Installation

Chapter 14: Commissioning Instructions
Chapter 15: Maintenance & Troubleshooting
Chapter 16: Technical Specifications
Chapter 17: Symbols and Glossary
Chapter 18: Wiring Diagrams

Chapter 19: Firmware Version History
Appendix A: Commissioning Record Forms
Appendix B: P59x Commissioning Instructions
Appendix C: DDB Signals

1.4

Product Scope

The MiCOM P44T has been designed for protection of classic or auto-transformer fed rail catenaries
applications in systems with nominal frequencies 50 or 60 Hz (settable). The MiCOM P44T is used for
single breaker applications.

1-4
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The MiCOM P44T is available in four variants; models A, B, C and D. The difference between the
variants is the amount of I/O and the type of output contacts used. These differences are summarized

in the following table:

Feature

Model A | Model B

Model C

Model D

Number of CT Inputs

3

3

Number of VT inputs

3

3

Opto-coupled digital inputs

16 16

24

24

Standard relay output contacts

16

32

16

High speed high break output contacts

0

Table 1: Difference in model variants

1.5

Features and Functions

The product supports the following functions:

Distance/DEF/Delta features

Feature

IEC61850

ANSI

Distance zones, full-scheme protection (5)

DisPDIS

21/21N

Phase characteristic (Quadrilateral)

Ground characteristic (Quadrilateral)

CVT transient overreach elimination

Load blinder

Easy setting mode

Communication-aided schemes, PUTT, POTT, Blocking

DisPSCH

85

Accelerated tripping — Z1 extension

Switch on to fault and trip on reclose — elements for fast fault
clearance on breaker closure

SofPSOF/ TorPSOF

50SOTF/27SOTF

Delta directional comparison - fast channel schemes operating on

fault generated superimposed quantities

78DCB/78DCUB

Table 2: Distance/DEF/Delta features

Protection Features

Feature

IEC61850

ANSI

Tripping Mode (1 & All pole)

PTRC

Phase overcurrent stages, with optional directionality (4)

OcpPTOC/RDIR

50/51/67

Broken conductor (open jumper), used to detect open circuit faults

46

Thermal overload protection

ThmPTTR

49

Undervoltage protection stages (2)

VipPhsPTUV

27

Overvoltage protection stages (2)

VipPhsPTOV

59

Wrong Phase Coupling

Panto Flash Over

Train Startup

Remote overvoltage protection stages (2)

VipCmpPTOV

59R

High speed breaker fail - two-stage, suitable for re-tripping and
backtripping

RBRF

50BF

Voltage transformer supervision

47127

Auto-reclose - shots supported (4)

RREC

79
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Feature

IEC61850

ANSI

Check synchronization, 2 stages RSYN

25

InterMiCOM®* teleprotection for direct relay-relay communication
(optional)

Table 3: Protection features

Communication Features

Feature

IEC61850

ANSI

P44T

Front RS232 serial communication port for configuration

168

Rear serial RS485 communication port for SCADA control

168

2 Additional rear serial communication ports for SCADA
control and teleprotection (fibre and copper) (optional)

168

Ethernet communication (optional)

16E

Redundant Ethernet communication (optional)

16E

Courier

168

IEC61850 (optional)

16E

IEC60870-5-103 (optional)

168

DNP3.0 over serial link (optional)

168

DNP3.0 over Ethernet (optional)

16E

IRIG-B time synchronization (optional)

CLK

Table 4: Communication features

General Features

Feature

IEC61850

ANSI

P44T

NERC compliant cyber security

Multiple password access control levels

Function keys FnkGGIO

10

Programmable LEDs LedGGIO

18

Programmable hotkeys

Programmable allocation of digital inputs and outputs

Fully customizable menu texts

Measurement of all instantaneous & integrated values

MET

Circuit breaker control, status & condition monitoring XCBR

52

Trip circuit and coil supervision

Control inputs PloGGIO1

Power-up diagnostics and continuous self-monitoring

Dual rated 1A and 5A CT inputs

Alternative setting groups (4)

Fault locator RFLO

Event records

SER

1024

Disturbance recorder for waveform capture — specified in

samples per cycle (48) RDRE

DFR

48

Graphical programmable scheme logic (PSL)

Table 5: General features
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2 COMPLIANCE

The unit has undergone a range of extensive testing and certification processes to ensure and prove
compatibility with all target markets. Table 6 summarizes a list of standards with which the device is
compliant. A detailed description of these criteria can be found in the Technical Specifications chapter.

Condition

Compliance

EMC compliance (compulsory)

2004/108/EC (demonstrated by EN50263:2000)

Product safety (compulsory)

2006/95/EC (demonstrated by EN60255-27:2005)

R&TTE Compliance (compulsory)

99/5/EC

EMC

EN50263, IEC 60255-22-1/2/3/4, IEC 61000-4-5/6/8/9/10, EN61000-
4-3/18, IEEE/ANSI C37.90.1/2, ENV50204, EN55022

Product Safety for North America

UL/CL File No. UL/CUL E202519

Environmental conditions

IEC 60068-2-1/30/60/78

Power supply interruption

IEC 60255-11, IEC 61000-4-11

Type tests for Insulation, creepage distance and clearances, high
voltage dielectric withstand, and impulse voltage withstand

[EC 60255-27:2005

Enclosure protection

[EC 60529:1999 - IP10, IP30, IP52

Mechanical robustness

IEC 60255-21-1/2/3

Table 6: Compliance standards
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4 ORDERING OPTIONS

Variants

MiCOM P44T (QUAD Railway Distance Protection)

Order No.

Nominal auxiliary voltage
24-54 Vdc

48-125 Vdc (40-100 Vac)
110-250 Vdc (100-240 Vac)

In/Vn rating

Dual rated CT (1 & 5A: 100 - 120V)

Hardware options Protocol Compatibill
Standard - None 1,384
IRIG-B Only (Modulated) 1,384
Fibre Optic Converter Only 1,3&4
IRIG-B (Modulated) & Fibre Optic Converter 1,3&4
Ethernet (100Mbit/s) 6,7&8
Ethernet (100Mbit/s) plus IRIG-B (Modulated) 6,7&8
Ethernet (100Mbit/s) plus IRIG-B (Un-modulated) 6,7&8
IRIG-B (Un-modulated) 1,3&4
InterMiCOM + Courier Rear Port 1,384
InterMiCOM + Courier Rear Port + IRIG-B modulated 1,3&4
Redundant Ethernet Self-Healing Ring, 2 multi-mode fibre ports + Modulated IRIG-B 6,7&8
Redundant Ethernet Self-Healing Ring, 2 multi-mode fibre ports + Un-modulated IRIG-B 6,7&8
Redundant Ethernet RSTP, 2 multi-mode fibre ports + Modulated IRIG-B 6,7&8
Redundant Ethernet RSTP, 2 multi-mode fibre ports + Un-modulated IRIG-B 6,7&8
Redundant Ethernet Dual-Homing Star, 2 multi-mode fibre ports + Modulated IRIG-B 6,7&8
Redundant Ethernet Dual-Homing Star, 2 multi-mode fibre ports + Un-modulated IRIG-B 6,7&8
Redundant Ethernet PRP/HSR, 2 fibre ports + Modulated IRIG-B 6,7&8
Redundant Ethernet PRP/HSR, 2 fibre ports + Unmodulated IRIG-B 6,7&8

* HSR — contact Alstom for details

Product Options

Size 12 case, 16 inputs and 16-standard outputs

Size 12 case, 16 inputs and 8-standard plus 4-high break outputs

Size 16 case, 24 inputs and 32-standard outputs

Size 16 case, 24 inputs and 16-standard plus 8-high break outputs

Size 12 case, 16 inputs and 16-standard outputs with 850nm dual mode, dual channel fibre interface

Size 12 case, 16 inputs and 8-standard plus 4-high break outputs with 850nm dual mode, dual channel fibre interface

Size 16 case, 24 inputs and 32-standard outputs with 850nm dual mode, dual channel fibre interface

Size 16 case, 24 inputs and 16-standard plus 8-high break outputs with 850nm dual mode, dual channel fibre interface
Size 12 case, 16 inputs and 16-standard outputs with 1300nm single mode, single channel fibre interface

Size 12 case, 16 inputs and 8-standard plus 4-high break outputs with 1300nm single mode, single channel fibre interface
Size 16 case, 24 inputs and 32-standard outputs with 1300nm single mode, single channel fibre interface

Size 16 case, 24 inputs and 16-standard plus 8-high break outputs with 1300nm single mode, single channel fibre interface
Size 12 case, 16 inputs and 16-standard outputs with 1300nm single mode, dual channel fibre interface

Size 12 case, 16 inputs and 8-standard plus 4-high break outputs with 1300nm single mode, dual channel fibre interface
Size 16 case, 24 inputs and 32-standard outputs with 1300nm single mode, dual channel fibre interface

Size 16 case, 24 inputs and 16-standard plus 8-high break outputs with 1300nm single mode, dual channel fibre interface
Size 12 case, 16 inputs and 16-standard outputs with 1300nm multi mode, single channel fibre interface

Size 12 case, 16 inputs and 8-standard plus 4-high break outputs with 1300nm multi mode, single channel fibre interface
Size 16 case, 24 inputs and 32-standard outputs with 1300nm multi mode, single channel fibre interface

Size 16 case, 24 inputs and 16-standard plus 8-high break outputs with 1300nm multi mode, single channel fibre interface
Size 12 case, 16 inputs and 16-standard outputs with 1300nm multi mode, dual channel fibre interface

Size 12 case, 16 inputs and 8-standard plus 4-high break outputs with 1300nm multi mode, dual channel fibre interface
Size 16 case, 24 inputs and 32-standard outputs with 1300nm multi mode, dual channel fibre interface

Size 16 case, 24 inputs and 16-standard plus 8-high break outputs with 1300nm multi mode, dual channel fibre interface

[x[z|<[el-a[=[e]~o|z[z]-|x|-|-]z]o|=[n]o]o]a]>

Protocol options Hardware Compatibilty
K-Bus 1,2,3,4,C,E&F
IEC870 1,2,3,4,CE&F
DNP3.0 1,2,3,4,C,E&F
IEC61850 + Courier via rear RS485 port 6,A,B,GH J, KL MNP
IEC61850+IEC60870-5-103 via rear RS485 port 6,A,B,GHJ, KL MNP
DNP3.0 Over Ethernet 6,A,B,GHJ,KL MNP
Mounting

Flush/panel mounting with Harsh Environment Coating
19" Rack mounting with Harsh Environmental Coating

Language
English, French, German, Spanish

Software version
Date and application dependant

Customer specific options
Standard version
Customer version

Hardware version
As K plus increased main processor memory (XCPU3)
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MiCOM P40 Agile P44T 2 Safety Information

1 CHAPTER OVERVIEW

The Safety Information chapter provides information for the safe handling of the equipment. You must
be familiar with information contained in this chapter before unpacking, installing, commissioning, or
servicing the equipment.

The chapter contains the following sections

1 Chapter Overview
2 Health and Safety
3 Symbols
4 Installation, Commissioning and Servicing
4.1 General Safety Guidelines
41.1 Lifting Hazards
41.2 Electrical Hazards
4.2 UL/CSA/CUL Requirements
4.3 Equipment Connections
4.4 Protection Class 1 Equipment Requirements
4.5 Pre-energization Checklist
4.6 Peripheral Circuitry
4.7 Upgrading/Servicing
5 Decommissioning and Disposal
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2

HEALTH AND SAFETY

The information in this chapter is intended to ensure that equipment is properly installed and handled
in order to maintain it in a safe condition and to keep personnel safe at all times.

When electrical equipment is in operation, dangerous voltages will be present in certain parts of the
equipment. Improper use of the equipment and failure to observe warning notices will endanger
personnel.

Only qualified personnel may work on or operate the equipment. Qualified personnel are individuals
who are:

o familiar with the installation, commissioning, and operation of the equipment and the system to
which it is being connected.

o familiar with accepted safety engineering practices and are authorized to energize and de-
energize equipment in the correct manner.

¢ trained in the care and use of safety apparatus in accordance with safety engineering practices
e trained in emergency procedures (first aid).
The documentation provides instructions for installing, commissioning and operating the equipment. It
cannot, however cover all conceivable circumstances. In the event of questions or problems, do not

take any action without proper authorization. Please contact your local sales office and request the
necessary information.

2-4
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3 SYMBOLS

Throughout this chapter you may come across the following symbols. You will also see these symbols
on parts of the equipment.

Refer to equipment documentation. Failure to do so could result in
damage to the equipment

Risk of electric shock

Earth terminal. Note: This symbol may also be used for a protective conductor (earth) terminal if that
terminal is part of a terminal block or sub-assembly.

Protective conductor (earth) terminal

Instructions on disposal requirements

The term 'Earth’ used in this manual is the direct equivalent of the North American term
‘Ground'.

®d® 1+ B> >
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4

INSTALLATION, COMMISSIONING AND SERVICING

Lifting Hazards

Many injuries are caused by:

Lifting heavy objects
Lifting things incorrectly
Pushing or pulling heavy objects

Using the same muscles repetitively.

Plan carefully, identify any possible hazards and determine how best to move the product. Look at
other ways of moving the load to avoid manual handling. Use the correct lifting techniques and
Personal Protective Equipment (PPE) to reduce the risk of injury.

> BPEBED>D>D

Electrical Hazards

All personnel involved in installing, commissioning, or servicing this
equipment must be familiar with the correct working procedures.

Consult the equipment documentation before installing, commissioning, or
servicing the equipment.

Always use the equipment as specified. Failure to do so will jeopardise the
protection provided by the equipment.

Removal of equipment panels or covers may expose hazardous live parts.
Do not touch until the electrical power is removed. Take care when there is
unlocked access to the rear of the equipment.

Isolate the equipment before working on the terminal strips.

Use a suitable protective barrier for areas with restricted space, where there
is arisk of electric shock due to exposed terminals.

Disconnect power before disassembling. Disassembly of the equipment
may expose sensitive electronic circuitry. Take suitable precautions
against electrostatic voltage discharge (ESD) to avoid damage to the
equipment.

N
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NEVER look into optical fibres or optical output connections. Always use
optical power meters to determine operation or signal level.

Testing may leave capacitors charged to dangerous voltage levels.
Discharge capacitors by reducing test voltages to zero before
disconnecting test leads.

Operate the equipment within the specified electrical and environmental
limits.

Before cleaning the equipment, ensure that no connections are energised.
Use a lint free cloth dampened with clean water.

Contact fingers of test plugs are normally protected by petroleum jelly, which should not
be removed.

e>> kP

4.3 UL/CSA/CUL Requirements

The information in this section is applicable only to equipment carrying UL/CSA/CUL markings.

Equipment intended for rack or panel mounting is for use on a flat surface
of a Type 1 enclosure, as defined by Underwriters Laboratories (UL).

To maintain compliance with UL and CSA/CUL, install the equipment using
UL/CSA-recognised parts for: cables, protective fuses, fuse holders and
circuit breakers, insulation crimp terminals, and replacement internal
batteries.

> >

4.4 Fusing Requirements

Where UL/CSA listing of the equipment is required for external fuse
protection, a UL or CSA Listed fuse must be used for the auxiliary supply.
The listed protective fuse type is: Class J time delay fuse, with a maximum
current rating of 15 A and a minimum DC rating of 250 V dc (for example
type AJT15).

>
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Where UL/CSA listing of the equipment is not required, a high rupture
capacity (HRC) fuse type with a maximum current rating of 16 Amps and a
minimum dc rating of 250 V dc may be used for the auxiliary supply (for
example Red Spot type NIT or TIA).

For P50 models, use a 1A maximum T-type fuse.

For P60 models, use a 4A maximum T-type fuse.

Digital input circuits should be protected by a high rupture capacity NIT or
TIA fuse with maximum rating of 16 A. for safety reasons, current
transformer circuits must never be fused. Other circuits should be
appropriately fused to protect the wire used.

CTs must NOT be fused since open circuiting them may produce lethal
hazardous voltages

> > DB

4.5 Equipment Connections

Terminals exposed during installation, commissioning and maintenance
may present a hazardous voltage unless the equipment is electrically
isolated.

Tighten M4 clamping screws of heavy duty terminal block connectors to a
nominal torque of 1.3 Nm.

Tighten captive screws of terminal blocks to 0.5 Nm minimum and 0.6 Nm
maximum.

Always use insulated crimp terminations for voltage and current
connections.

Always use the correct crimp terminal and tool according to the wire size.

Watchdog (self-monitoring) contacts are provided to indicate the health of
the device on some products. We strongly recommend that you hard wire
these contacts into the substation's automation system, for alarm
purposes.

>P>b b P
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Protection Class 1 Equipment Requirements

Earth the equipment with the supplied PCT (Protective Conductor Terminal).

Do not remove the PCT.

The PCT is sometimes used to terminate cable screens. Always check the
PCT's integrity after adding or removing such earth connections.

Use a locknut or similar mechanism to ensure the integrity of stud-
connected PCTSs.

The recommended minimum PCT wire size is 2.5 mm2 for countries whose
mains supply is 230 V (e.g. Europe) and 3.3 mmz2 for countries whose mains
supply is 110 V (e.g. North America). This may be superseded by local or
country wiring regulations.

For P60 products, the recommended minimum PCT wire size is 6 mmz2. See
product documentation for details.

The PCT connection must have low-inductance and be as short as possible.

All connections to the equipment must have a defined potential.
Connections that are pre-wired, but not used, should be earthed, or
connected to a common grouped potential.

IN

>

v Pre-energization Checklist

Check voltage rating/polarity (rating label/equipment documentation).

Check CT circuit rating (rating label) and integrity of connections.

Check protective fuse or miniature circuit breaker (MCB) rating.

P44T-EN-TM-D
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Check integrity of the PCT connection.

Check voltage and current rating of external wiring, ensuring it is
appropriate for the application.

Peripheral Circuitry

Do not open the secondary circuit of a live CT since the high voltage
produced may be lethal to personnel and could damage insulation. Short
the secondary of the line CT before opening any connections to it.

For most General Electric equipment with ring-terminal connections, the threaded
terminal block for current transformer termination is automatically shorted if the module
is removed. Therefore external shorting of the CTs may not be required. Check the
equipment documentation and wiring diagrams first to see if this applies.

Where external components such as resistors or voltage dependent
resistors (VDRs) are used, these may present a risk of electric shock or
burns if touched.

Take extreme care when using external test blocks and test plugs such as
the MMLG, MMLB and P990, as hazardous voltages may be exposed.
Ensure that CT shorting links are in place before removing test plugs, to
avoid potentially lethal voltages.

> D> o b Db

4.9 Upgrading/Servicing

Do not insert or withdraw modules, PCBs or expansion boards from the
equipment while energised, as this may result in damage to the equipment.
Hazardous live voltages would also be exposed, endangering personnel.

Internal modules and assemblies can be heavy and may have sharp edges.
Take care when inserting or removing modules into or out of the IED.

> B
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5 DECOMMISSIONING AND DISPOSAL

Before decommissioning, completely isolate the equipment power
supplies (both poles of any dc supply). The auxiliary supply input may
have capacitors in parallel, which may still be charged. To avoid
electric shock, discharge the capacitors using the external terminals
before decommissioning.

| >4

Avoid incineration or disposal to water courses. Dispose of the
equipment in a safe, responsible and environmentally friendly
manner, and if applicable, in accordance with country-specific
regulations.

P44T-EN-TM-D
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6 REGULATORY COMPLIANCE
Compliance with the European Commission Directive on EMC and LVD is demonstrated using a
technical file.

6.1 EMC Compliance: 2014/30/EU

The product specific Declaration of Conformity (DoC) lists the relevant harmonised standard(s) or
conformity assessment used to demonstrate compliance with the EMC directive.

6.2 LVD Compliance: 2014/35/EU

The product specific Declaration of Conformity (DoC) lists the relevant harmonized standard(s) or
conformity assessment used to demonstrate compliance with the LVD directive.

Safety related information, such as the installation | overvoltage category, pollution degree and
operating temperature ranges are specified in the Technical Data section of the relevant product
documentation and/or on the product labelling.

Unless otherwise stated in the Technical Data section of the relevant product documentation, the
equipment is intended for indoor use only. Where the equipment is required for use in an outdoor
location, it must be mounted in a specific cabinet or housing to provide the equipment with the
appropriate level of protection from the expected outdoor environment.

6.3 R&TTE Compliance: 2014/53/EU
Radio and Telecommunications Terminal Equipment (R&TTE) directive 2014/53/EU.

Conformity is demonstrated by compliance to both the EMC directive and the Low Voltage directive, to
zero volts.

6.4 UL/CUL Compliance

If marked with this logo, the product is compliant with the requirements of the Canadian and USA
Underwriters Laboratories.

The relevant UL file number and ID is shown on the equipment.
@

6.5 ATEX Compliance: 2014/34/EU

Products marked with the 'explosion protection' Ex symbol (shown in the example, below) are
compliant with the ATEX directive. The product specific Declaration of Conformity (DoC) lists the
Notified Body, Type Examination Certificate, and relevant harmonized standard or conformity
assessment used to demonstrate compliance with the ATEX directive.

The ATEX Equipment Protection level, Equipment group, and Zone definition will be marked on the
product.

For example:

2-12 P44T-EN-TM-D



MiCOM P40 Agile P44T 2 Safety Information

12) G

Where:
"Il Equipment Group: Industrial.

'(2)G' High protection equipment category, for control of equipment in gas atmospheres in Zone 1
and 2. This equipment (with parentheses marking around the zone number) is not itself suitable for
operation within a potentially explosive atmosphere.

P44T-EN-TM-D 2-13
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HARDWARE DESIGN

CHAPTER 3
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3 Hardware Design

1 CHAPTER OVERVIEW

The Hardware Design chapter describes the design of the product's hardware platform. It consists of

the following sections:

1
2
3
4

6]

4.1

6.1
6.2
6.3
6.4
6.4.1
6.4.2
6.5
6.6
6.7
6.8
6.9
6.10
6.11

Chapter Overview
Hardware Design
Housing Variants

Front Panel
Front panel ports

Rear Panel

Boards and modules

Main Processor Board

Power Supply Board

Standard Output Relay Board
Input Module

Input board

Transformer Board

Coprocessor board

IRIG-B board

Ethernet board

Redundant Ethernet with IRIG-B input
Rear Communications Board
Fibre Board

High Break Relay Output Board

P44T-EN-TM-D
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HARDWARE DESIGN

All products based on the Px40 platform have common hardware architecture. The unit's hardware is
based on a modular design philosophy and is made up of several modules drawn from a standard

range.

The product's hardware consists of several modules drawn from a standard range. The exact
specification and number of hardware modules depends on the model number and variant.
Depending on the exact model, the product in question will use a selection of the following boards.

Board

Use

Main Processor board — 40TE or smaller

Main Processor board — without support for function
keys

Main Processor board — 60TE or larger

Main Processor board — with support for function
keys

Power supply board 24/54V DC

Power supply input. Accepts DC voltage between
24V and 54V

Power supply board - 48/125V DC

Power supply input. Accepts DC voltage between
48V and 125V

Power supply board 110/250V DC

Power supply input. Accepts DC voltage between
110V and 125V

Transformer board

Contains the voltage and current transformers

Input board

Contains the A/D conversion circuitry

Input board with opto-inputs

Contains the A/D conversion circuitry + 8 digital
opto-inputs

IRIG-B board - modulated

Interface board for modulated IRIG-B timing signal

IRIG-B - demodulated input

Interface board for demodulated IRIG-B timing
signal

Fibre board

Interface board for fibre-based RS485 connection

Fibre + IRIG-B

Interface board for fibre-based RS485 connection +
demodulated IRIG-B

2nd rear communications board

Interface board for RS232 / RS485 connections

2nd rear communications board with IRIG-B input

Interface board for RS232 / RS485 + IRIG-B
connections

100MhZ Ethernet board

Standard 100MHz Ethernet board for LAN
connection (fibre + copper)

100MhZ Ethernet board with modulated IRIG-B

Standard 100MHz Ethernet board (fibre / copper) +
modulated IRIG-B

100MhZ Ethernet board with demodulated IRIG-B

Standard 100MHz Ethernet board (fibre / copper)+
demodulated IRIG-B

High-break output relay board

Output relay board with high breaking capacity
relays

Redundant Ethernet SHP+ modulated IRIG-B

Redundant SHP Ethernet board (2 fibre ports) +
modulated IRIG-B input

Redundant Ethernet SHP + demodulated IRIG-B

Redundant SHP Ethernet board (2 fibre ports) +
demodulated IRIG-B input

Redundant Ethernet RSTP + modulated IRIG-B

Redundant RSTP Ethernet board (2 fibre ports) +
modulated IRIG-B input

Redundant Ethernet RSTP+ demodulated IRIG-B

Redundant RSTP Ethernet board (2 fibre ports) +
demodulated IRIG-B input

Redundant Ethernet DHP+ modulated IRIG-B

Redundant DHP Ethernet board (2 fibre ports) +
modulated IRIG-B input
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Board

Use

Redundant Ethernet DHP+ demodulated IRIG-B

Redundant DHP Ethernet board (2 fibre ports) +
demodulated IRIG-B input

Redundant Ethernet PRP+ modulated IRIG-B

Redundant PRP Ethernet board (2 fibre ports) +
modulated IRIG-B input

Redundant Ethernet PRP+ demodulated IRIG-B

Redundant PRP Ethernet board (2 fibre ports) +
demodulated IRIG-B input

Output relay output board (8 outputs)

Standard output relay board with 8 outputs

Output relay output board (7 outputs)

Standard output relay board with 7 outputs

Combined opto-input/output relay board

Combined digital input/output board with opto-inputs

+ output relays

Power line carrier board

Power line carrier board for phase comparison

Coprocessor board

Coprocessor board for processing special
algorithms

Coprocessor board with on-board GPS

Coprocessor board with GPS input for time
synchronisation

Table1l Board options

The main components comprising devices based on the Px4x platform are as follows:

e The housing, consisting of a front panel and connections at the rear

e The Main processor module consisting of the main CPU (Central Processing Unit), memory and
an interface to the front panel HMI (Human Machine Interface)

e A selection of plug-in boards and modules with presentation at the rear for the power supply,

communication functions, digital 1/0, analogue inputs, and time synchronisation connectivity. All
boards and modules are connected by a parallel data and address bus, which allows the

processor module to send and receive information to and from the other modules as required.
There is also a separate serial data bus for conveying sampled data from the input module to

the CPU. These parallel and serial data buses are shown as a single interconnection module in
the following figure, which shows typical modules and the flow of data between them.
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Figure 1: Hardware functional diagram

Some products are equipped with a coprocessor board for extra computing power. There are several
variants of coprocessor board, depending on the required communication requirements. Some
models do not need any external communication inputs, some models need inputs for current
differential functionality and some models need an input for GPS time synchronisation.
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3

HOUSING VARIANTS

The Px4x ranges of products are implemented in a range of case sizes. Case dimensions for
industrial products usually follow modular measurement units based on rack sizes. These are: U for
height and TE for width, where:

e 1U=1.75inches = 44.45 mm
e 1TE =0.2 inches =5.08 mm

The products are available in panel-mount or standalone versions. All products are nominally 4U high.
This equates to 177.8 mm or 7 inches.

The cases are pre-finished steel with a conductive covering of aluminium and zinc. This provides
good grounding at all joints, providing a low resistance path to earth that is essential for performance
in the presence of external noise.

The case width depends on the product type and its hardware options. There are three different case
widths for the described range of products: 40TE, 60TE and 80TE. The case dimensions and
compatibility criteria are as follows:

Case width (TE) Case width (mm) Case width (inches)
40TE 203.2 8
60TE 304.8 12
80TE 406.4 16

Table 2 Case widths
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4 FRONT PANEL

The following diagram shows the front panel of a typical 60TE unit. The front panels of the products
based on 40TE and 80TE cases have a lot of commonality and differ only in the number of hotkeys
and user-programmable LEDs. The hinged covers at the top and bottom of the front panel are shown
open. An optional transparent front cover physically protects the front panel.
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Figure 2: Front panel (60TE)

The front panel consists of:

e Top and bottom compartments with hinged cover
e LCD display

e Keypad

e Front serial port

e Front parallel port

e Fixed function LEDs

e Function keys and LEDs

e Programmable LEDs
A top compartment with a hinged cover
The top compartment contains labels for the:
e Serial number
e Current and voltage ratings.
The bottom compartment contains:

e A compartment for a 1/2 AA size backup battery (used for the real time clock and event, fault,
and disturbance records)

e A 9-pin female D-type front port for an EIA(RS)232 serial connection to a PC
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e A 25-pin female D-type parallel port for monitoring internal signals and downloading high-speed
local software and language text.

Liquid Crystal Display (LCD)
The LCD is a high resolution monochrome display with 16 characters by 3 lines and controllable back
light.

Keypad
The keypad consists of the following keys:

4 arrow keys to navigate the menus

An enter key for executing the chosen option .D_Kl
A clear key for clearing the last command \C

A read key for viewing larger blocks of text (arrow keys now L)
used for scrolling)

2 hot keys for scrolling through the default display and for -

control of setting groups o

Function keys to

The programmable function keys are available for custom use for devices using 30TE cases or larger.

Factory default settings associate specific functions to these keys, but by using programmable
scheme logic, you can change the default functions of these keys to fit specific needs. Adjacent to
these function keys are programmable tri-colour LEDs, which are set to be associated with their
respective function keys.

Fixed Function LEDs
Four fixed-function LEDs on the left-hand side of the front panel indicate the following conditions:

e Trip (Red) switches ON when the IED issues a trip signal. It is reset when the associated fault
record is cleared from the front display. Also the trip LED can be configured as self-resetting

e Alarm (Yellow) flashes when the IED registers an alarm. This may be triggered by a fault, event
or maintenance record. The LED flashes until the alarms have been accepted (read), then
changes to constantly ON. When the alarms are cleared, the LED switches OFF

e Out of service (Yellow) is ON when the IED's protection is unavailable

e Healthy (Green) is ON when the IED is in correct working order, and should be ON at all times.
It goes OFF if the unit’s self-tests show there is an error in the hardware or software. The state
of the healthy LED is reflected by the watchdog contacts at the back of the unit.

Programmable Alarm LEDs

Depending on the model, the unit has up to eight programmable LEDs (numbers 1 to 8), which are
used for alarm indications. All of the programmable LEDs on the unit are tri-colour and can be set to
RED, YELLOW or GREEN.
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Programmable Function LEDs

Depending on the model, the unit has up to ten further programmable LEDs (F1 to F10) to show the
status of the function keys. All of the programmable LEDs on the unit are tri-color and can be set to
RED, YELLOW or GREEN.

4.1

Front panel ports

Front Serial port (SK1)

The front serial port is a 9-pin female D-type connector, providing RS232 serial data communication.
It is situated under the bottom hinged cover, and is used to communicate with a locally connected PC.
It has two main purposes:

e To transfer settings data between the PC and the IED

e For downloading firmware updates and menu text editing

The port is intended for temporary connection during testing, installation and commissioning. It is not
intended to be used for permanent SCADA communications. This port supports the Courier
communication protocol only. Courier is a proprietary communication protocol to allow communication
with a range of protection equipment, and between the device and the Windows-based support
software package.

You can connect the unit to a PC with an EIA(RS)232 serial cable up to 15 m in length.

The inactivity timer for the front port is set to 15 minutes. This controls how long the unit maintains its
level of password access on the front port. If no messages are received on the front port for 15
minutes, any password access level that has been enabled is cancelled.

P4542ENa

Figure 3: Front serial port connection

The port pin-out follows the standard for Data Communication Equipment (DCE) device with the
following pin connections on a 9-pin connector.

Pin number Description
2 Tx Transmit data
3 Rx Receive data
5 0 V Zero volts common

Table 3 DCE 9-pin serial port connections

3-10
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You must use the correct serial cable, or the communication will not work. A straight-through serial
cable is required, connecting pin 2 to pin 2, pin 3 to pin 3, and pin 5 to pin 5.

Once the physical connection from the unit to the PC is made, the PC’s communication settings must
be set to match those of the IED. The following table shows the unit’s communication settings for the

front port.
Protocol Courier
Baud rate 19,200 bps
Courier address 1
Message format 11 bit - 1 start bit, 8 data bits, 1 parity bit (even parity), 1 stop bit

Table 4 RS232 communication settings

Note: The front serial port does not support automatic extraction of event and disturbance records,
although this data can be accessed manually.

Front Parallel Port (SK2)
This is a 25 pin D-type port. This port is used for commissioning, downloading firmware updates and
menu text editing.
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REAR PANEL

The MiCOM Px40 series uses a modular construction. Most of the internal workings are on boards
and modules which fit into slots. Some of the boards plug into terminal blocks, which are bolted onto
the rear of the unit. However, some boards such as the communications boards have their own
connectors. The rear panel consists of these terminal blocks plus the rears of the communications
boards.

The back panel cut-outs and slot allocations vary. This depends on the product, the type of boards
and the terminal blocks needed to populate the case. The following diagram shows a typical rear view
of a 60TE case populated with various boards.

P4521ENa

Figure 4: Rear view of populated 80TE case

Note: This diagram is just an example and may not show the exact product described in this manual. It

also does not show the full range of available boards, just a typical arrangement.

Not all slots are the same size. The slot width depends on the type of board or terminal block. For
example, "HD (heavy duty) terminal blocks, as required for the analogue inputs, require a wider slot
size than MD (medium duty) terminal blocks. The board positions are not generally interchangeable.
Each slot is designed to house a particular type of board. Again this is model-dependent.

The device may use one or more of the terminal block types shown in the following diagram. The
terminal blocks are fastened to the rear panel with screws.

e Heavy duty (HD) terminal blocks for CT and VT circuits

e Medium duty (MD) terminal blocks for the power supply, relay outputs and rear communications
port

e MiIDOS terminal blocks for CT and VT circuits

e RTD/CLIO terminal block for connection to analogue transducers

3-12
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HD Terminal Block MD Terminal Block

Midos Terminal Block

RTD/CLIO Terminal Block

£

P4522ENa

Figure 5: Terminal block types

Note:

Not all products use all types of terminal blocks. The product described in this manual may use one

or more of the above types.

P44T-EN-TM-D
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6 BOARDS AND MODULES

All products based on the Px4x platform have common hardware architecture. The hardware is
modular and consists of the following main parts:

e Case and terminal blocks
e Boards and modules
e Front panel
The case comprises the housing metalwork and terminal blocks at the rear. The boards fasten into

the terminal blocks and are connected together by a ribbon cable. This ribbon cable connects to the
processor in the front panel.

The following diagram shows an exploded view of a typical product. The diagram shown does not
necessarily represent exactly the product model described in this manual.

P4520ENa

Figure 6: Exploded view of IED

Each product comprises a selection of PCBs (Printed Circuit Boards) and sub-assemblies, depending
on the chosen configuration.

PCBs

A PCB typically consists of the components, a front connector for connecting into the main system
parallel bus via a ribbon cable, and an interface to the rear. This rear interface may be:

o Directly presented to the outside world (as is the case for communication boards such as
Ethernet Boards)

e Presented to a connector, which in turn connects into a terminal block bolted onto the rear of
the case (as is the case for most of the other board types)
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Figure 7: Rear connection to terminal block

Subassemblies

A sub-assembly consists of two or more boards bolted together with spacers and connected with
electrical connectors. It may also have other special requirements such as being encased in a metal
housing for shielding against electromagnetic radiation.

Boards are designated by a part number beginning with ZN, whereas pre-assembled sub-assemblies
are designated with a part number beginning with GN. Sub-assemblies, which are put together at the
production stage, do not have a separate part number.

The products in the Px40 series typically contain two sub-assemblies:

e The power supply assembly comprising:
= A power supply board
= An output relay board

e The input module comprising:

= One or more transformer boards, which contains the voltage and current transformers
(partially or fully populated)

= One or more input boards

= Metal protective covers for EM (electromagnetic) shielding

The input module is pre-assembled and is therefore assigned a GN number, whereas the power
supply module is assembled at production stage and does not therefore have an individual part
number.
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6.1

Main Processor Board

ZN0069-001 Front

ZN0069-001 Rear

P4525END

Figure 8: Main processor ZN0069

The main processor board is based around a floating point, 32-bit Digital Signal Processor (DSP). It
performs all calculations and controls the operation of all other modules in the IED, including the data
communication and user interfaces. This is the only board that does not fit into one of the slots. It
resides in the front panel and connects to the rest of the system using an internal ribbon cable.

The LCD and LEDs are mounted on the processor board along with the front panel communication
ports. All serial communication is handled using a Field Programmable Gate Array (FPGA).

The memory on the main processor board is split into two categories: volatile and non-volatile. The
volatile memory is fast access SRAM, used by the processor to run the software and store data during
calculations. The non-volatile memory is sub-divided into two groups:

e Flash memory to store software code, text and configuration data including the present setting
values

o Battery-backed SRAM to store disturbance, event, fault and maintenance record data

There are two board types available depending on the size of the case:

e For models in 40TE cases

e For models in 60TE cases and larger

3-16

P44T-EN-TM-D



MiCOM P40 Agile P44T 3 Hardware Design

6.2 Power Supply Board

P4526ENa

Figure 9: Power supply board

The power supply board provides power to the unit. One of three different configurations of the power
supply board can be fitted to the unit. This is specified at the time of order and depends on the nature
of the supply voltage that will be connected to it.

There are three board types, which support the following voltage ranges:

e 24/54V DC
e 48/125V DC
e 110/250V DC
The power supply board connector plugs into a medium duty terminal block sliding in from the front of

the unit to the rear. This terminal block is always positioned on the right hand side of the unit looking
from the rear.

The power supply board is usually assembled together with the relay output board to form a complete
sub-assembly, as shown in the following diagram.
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Figure 10: Power Supply Assembly

The power supply outputs are used to provide isolated power supply rails to the various modules
within the unit. Three voltage levels are used by the unit's modules:

e 5.1V for all of the digital circuits

e +/- 16 V for the analogue electronics such as on the input board

e 22V for driving the output relay coils
All power supply voltages, including the 0 V earth line, are distributed around the unit by the 64-way
ribbon cable.

The power supply board incorporates inrush current limiting. This limits the peak inrush current to
approximately 10 A.

Power is applied to pins 1 and 2 of the terminal block, where pin 1 is negative and pin 2 is positive.
The pin numbers are clearly marked on the terminal block as shown in the following diagram.
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Power: Terminals 1 + 2 of
PSU terminal block.
T1=-ve

T2 = +ve

P4538ENa

Figure 11: Power supply terminals

Watchdog Facility

For space reasons, the Watchdog facility is also hosted on the power supply board. This checks the
operation of the IED's hardware and software when in service. The Watchdog facility provides two
output relay contacts, one normally open and one normally closed. These are used to indicate the
health of the unit's processor board and are driven by the main processor board.

Watchdog contacts: Terminals 11, 12, 13 and 14
of PSU terminal block

T11=NC

T12=NC

T13=NO

T14 = NO

PA550ENa

Figure 12: Watchdog contact terminals
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Rear Serial Port

For space reasons, the rear serial port (RP1) is also housed on the power supply board. This is a
three-terminal serial communications port, intended for use with a permanently wired connection to a
remote control centre. The physical connectivity is achieved using three screw terminals; two for the
signal connection, and the third for the earth shield of the cable. These are located on pins 16, 17 and
18 of the power supply terminal block, which is on the far right looking from the rear. The interface
can be selected between RS485 and K-bus. When the K-Bus option is selected, the two signal

connections are not polarity conscious.

The polarity independent K-bus can only be used for the Courier data protocol. The polarity conscious
MODBUS, IEC 60870-5-103 and DNP3.0 protocols need RS485.

The following diagram shows the rear serial port. The pin assignments are as follows:

e Pin 16: Ground shield
e Pin 17: Negative signal

¢ Pin 18: Positive signal

I Note: The polarity independent K-bus can only be used for the Courier data protocol. The polarity I

I conscious MODBUS, IEC60870-5-103 and DNP3.0 protocols need RS485. I

RP1: Terminals 16, 17 and 18 of
PSU terminal block.

T16 = Ground

T17 = Negative

T18 = Positive

P4537ENa

Figure 13: Rear serial port terminals

Note: An additional serial port with D-type presentation is available as an optional board, if required.

The power supply board also provides a rear serial port. The rear serial port (RP1) is an EIA(RS)485
interface, which provides SCADA communication. The interface supports half-duplex communication
and provides optical isolation for the serial data being transmitted and received.
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6.3 Standard Output Relay Board

P4527ENa

Figure 14: Standard output relay board

This output relay board has 8 relays with 6 Normally Open contacts and 2 Changeover contacts.

The output relays can drive any circuit requiring logical inputs such as circuit breakers, blocking
signals, and PSL schemes.

The output relay board can be provided together with the power supply board as a complete
assembly, or independently for the purposes of relay output expansion.

In the above figure, you can see the two cut-out locations in the board. These can be removed to

allow power supply components to protrude when coupling the output relay board to the power supply

board. If the output relay board is to be used independently, these cut-out locations remain intact.

The terminal numbers are as follows:

Terminal Number Output Relay
Terminal 1 Relay 1 NO
Terminal 2 Relay 1 NO
Terminal 3 Relay 2 NO
Terminal 4 Relay 2 NO
Terminal 5 Relay 3 NO
Terminal 6 Relay 3 NO
Terminal 7 Relay 4 NO
Terminal 8 Relay 4 NO
Terminal 9 Relay 5 NO
Terminal 10 Relay 5 NO
Terminal 11 Relay 6 NO
Terminal 12 Relay 6 NO

P44T-EN-TM-D
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Terminal Number Output Relay
Terminal 13 Relay 7 changeover
Terminal 14 Relay 7 common
Terminal 15 Relay 7 changeover
Terminal 16 Relay 8 changeover
Terminal 17 Relay 8 common
Terminal 18 Relay 8 changeover

Table5 Pin-out of 8-relay board

6.4 Input Module

P4524ENa

Figure 15: Input module with one transformer board

P4549ENa

Figure 16: Input module with two transformer boards
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The input module consists of the main input board coupled together with an instrument transformer
board. The instrument transformer board contains the voltage and current transformers, which isolate
and scale the analogue input signals delivered by the system transformers. The input board contains
the A/D conversion and digital processing circuitry, as well as eight digital isolated inputs (opto-inputs).

The boards are connected together physically (bolted together with spacers) and electrically (via
electrical connectors). The module is encased in a metal housing for shielding against

electromagnetic interference.

Optical | 8 digital inputs Optical
Isolator Isolator
Noise |, Noise
filter filter
- Parallel Bus
Buffer
Transformer
board
Y § Low
or pass >
1 °T filter
A A
3 1 : : Serial Link
16 bit Serial -
Mux = Buffer ADC interface i
v v
Y § Low
or pass >
] T filter
P4552ENa

Figure 17: Input module schematic

P44T-EN-TM-D
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6.4.1 Input board

P4544ENa

Figure 18: Input board

The input board is used to convert the analogue signals delivered by the current and voltage
transformers into digital quantities used by the IED. This input board also has on-board opto-input
circuitry, providing eight optically-isolated digital inputs and associated noise filtering and buffering.
These opto-inputs are presented to the user by means of a MD terminal block, which sits adjacent to
the analogue inputs terminal block.

The input board is connected physically and electrically to the transformer board to form a complete
input module.

The main input board can come in several different variants depending on the exact model. The
terminal numbers of the opto-inputs are as follows:

Terminal Number Opto-Input
Terminal 1 Opto 1 -ve
Terminal 2 Opto 1 +ve
Terminal 3 Opto 2 -ve
Terminal 4 Opto 2 +ve
Terminal 5 Opto 3 -ve
Terminal 6 Opto 3 +ve
Terminal 7 Opto 4 -ve
Terminal 8 Opto 4 +ve
Terminal 9 Opto 5 -ve
Terminal 10 Opto 5 +ve
Terminal 11 Opto 6 -ve
Terminal 12 Opto 6 +ve
Terminal 13 Opto 7 —ve
Terminal 14 Opto 7 +ve
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Terminal Number Opto-Input
Terminal 15 Opto 8 —ve
Terminal 16 Opto 8 +ve
Terminal 17 Common
Terminal 18 Common

Table 6 Pin-out of opto board

A/D Conversion

The differential analogue inputs from the unit's CT and VT transformers are presented to the main
input board as shown. Each differential input is first converted to a single input quantity referenced to
the input board’s ground potential. The analogue inputs are sampled and converted to digital, then
filtered to remove unwanted properties. The samples are then passed through a serial interface
module which outputs data on the serial sample data bus.

The calibration coefficients are stored in non-volatile memory. These are used by the processor board
to correct for any amplitude or phase errors introduced by the transformers and analogue circuitry.

Opto-isolated inputs

The other function of the input board is to read in the state of the digital inputs. As with the analogue
inputs, the digital inputs must be electrically isolated from the power system. This is achieved by
means of the 8 on-board optical isolators for connection of up to 8 digital signals. The digital signals
are passed through an optional noise filter before being buffered and presented to the unit’s
processing boards in the form of a parallel data bus.

This selectable filtering allows the use of a pre-set filter of %2 cycle which renders the input immune to
induced power-system noise on the wiring. Although this method is secure it can be slow, particularly
for inter-tripping. This can be improved by switching off the Y% cycle filter, in which case one of the
following methods to reduce ac noise should be considered.

e Use double pole switching on the input

e Use screened twisted cable on the input circuit
The opto-isolated logic inputs can be programmed for the nominal battery voltage of the circuit for
which they are a part, allowing different voltages for different circuits such as signalling and tripping.

They can also be programmed to 60% - 80% or 50% - 70% pickup to drop-off ratio of the nominal
battery voltage in order to satisfy different operating constraints.

The threshold levels are as follows:

Nominal Battery voltage Logic levels: 60-80% DO/PU Logic Levels: 50-70% DO/PU
24127 V Logic 0<16.2 V: Logic1>19.2 V Logic 0 <12.0 V : Logic 1 > 16.8
30/34 Logic 0<20.4V : Logicl>24.0V Logic 0 <15.0V: Logic1>21.0V
48/54 Logic0<32.4V :Logicl>384V Logic0<24.0V :Logicl>33.6V
110/125 Logic0<75.0V: Logicl1>88.0V Logic0<55.0V:Logicl>77.0V
220/250 Logic 0 < 150. V : Logic 1 >176.0 V Logic 0 <110 V: Logic 1 > 154.0 V

Table 7 Opto-input thresholds

The lower value eliminates fleeting pickups that may occur during a battery earth fault, when stray
capacitance may present up to 50% of battery voltage across an input.

Note: The opto-input circuitry can be provided without the A/D circuitry as a separate board, which can

provide supplementary opto-inputs.
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6.4.2

Opto-Inputs

The pin-out of the opto-inputs are shown in the table below.

Terminal Number

Terminal 1 Opto 1 -ve
Terminal 2 Opto 1 +ve
Terminal 3 Opto 2 -ve
Terminal 4 Opto 2 +ve
Terminal 5 Opto 3 -ve
Terminal 6 Opto 3 +ve
Terminal 7 Opto 4 -ve
Terminal 8 Opto 4 +ve
Terminal 9 Opto 5 -ve
Terminal 10 Opto 5 +ve
Terminal 11 Opto 6 -ve
Terminal 12 Opto 6 +ve
Terminal 13 Opto 7 —ve
Terminal 14 Opto 7 +ve
Terminal 15 Opto 8 —ve
Terminal 16 Opto 8 +ve
Terminal 17 Common

Terminal 18 Common

Table 8 Opto-input pin-out

Transformer Board

Figure 19: Typical Transformer board
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The transformer board hosts the current and voltage transformers. These are used to step down the
currents and voltages originating from the power systems' current and voltage transformers to levels
that can be used by the devices' electronic circuitry. In addition to this, the on-board CT and VT
transformers provide electrical isolation between the unit and the power system.

The transformer board is connected physically and electrically to the input board to form a complete

input module.

The terminal numbers are as follows:

Terminal Number Analogue Input Signal
Terminal 1 Ia 5A tapping
Terminal 2 Ia common
Terminal 3 Ia 1A tapping
Terminal 4 Is 5A tapping
Terminal 5 Is common
Terminal 6 Is 1A tapping
Terminal 7 Ic 5A tapping
Terminal 8 Ic common
Terminal 9 Ic 1A tapping
Terminal 10 In 5A tapping
Terminal 11 In common
Terminal 12 In 1A tapping
Terminal 13 Insen 5A tapping
Terminal 14 IN Sen common
Terminal 15 Insen 1A tapping
Terminal 16
Terminal 17
Terminal 18
Terminal 19 Va
Terminal 20 Vs
Terminal 21 Ve
Terminal 22 VN
Terminal 23 Vest
Terminal 24 Ves2

Table 9 Transformer input pin-out

P44T-EN-TM-D
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6.5 Coprocessor board

P4531ENa

Figure 20: Co-processor board with communication interfaces

The above figure shows a coprocessor complete with GPS input and 2 fibre-optic serial data
interfaces, and is not necessarily representative of the product and model described in this manual.

These interfaces will not be present on boards that do not require them.

Where applicable, a second processor board is used to process the special algorithms associated
with the device. This second processor board provides fast access (zero wait state) SRAM for use
with both program and data memory storage. This memory can be accessed by the main processor
board via the parallel bus. This is how the software is transferred from the flash memory on the main
processor board to the coprocessor board on power up. Further communication between the two
processor boards is achieved via interrupts and the shared SRAM. The serial bus carrying the
sample data is also connected to the co-processor board, using the processor’s built-in serial port, as
on the main processor board.

There are several different variants of this board, which can be chosen depending on the exact
device and model. The variants are:

e Coprocessor board with current differential inputs and GPS input
e Coprocessor board only (with no external inputs)
e Coprocessor board with current differential inputs only

e Coprocessor board with GPS input only
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6.6 IRIG-B board

Figure 21: IRIG-B board

The IRIG-B board can be fitted to provide an accurate timing reference for the device. The IRIG-B
signal is connected to the board via a BNC connector. The timing information is used to synchronise
the IED's internal real-time clock to an accuracy of 1 ms. The internal clock is then used for time
tagging events, fault maintenance and disturbance records.

IRIG-B interface is available in modulated or demodulated formats.

Due to slot limitations the IRIG-B facility is also provided in combination with other functionality on a
number of additional boards, such as:

e Fibre board with IRIG-B

e Second rear communications board with IRIG-B
e Ethernet board with IRIG-B

e Redundant Ethernet board with IRIG-B

Each of these boards is also available with either modulated or demodulated IRIG-B.

GPS Inputs

In some applications, where the communication links between two remote devices are provided by a
third party telecommunications partner, the transmit and receive paths associated with one channel
may differ considerably in length, resulting in very different transmission and receive times.

If, for example, Device A is transmitting to Device B information about the value of its measured
current, the information Device A is receiving from Device B about the current measured at the same
time, may reach device B at a different time. This has to be compensated for. A 1pps GPS timing
signal applied to both devices will help the IEDs achieve this, because it is possible to measure the
exact time taken for both transmission and receive paths.
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Notes: 1 pps signal is always supplied by a P594 device.

The signal is used to control the sampling process, and timing calculations and is not used for time
stamping or real time synchronisation.

6.7 Ethernet board

P4532ENa

Figure 22: Ethernet board with IRIG-B

This is a communications board that provides a standard 100-Base Ethernet interface. This board
supports one electrical copper connection and one fibre-pair connection.

There are several variants for this product as follows:

e 100 MHz Ethernet board
e 100 MHz Ethernet with on-board modulated IRIG-B input
e 100 MHz Ethernet with on-board demodulated IRIG-B input
e 10 MHz Ethernet board
Two of the variants provide an IRIG-B interface. IRIG-B provides a timing reference for the unit - one

board for modulated IRIG-B and one for demodulated. The IRIG B signal is connected to the board
with a BNC connector.
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6.8 Redundant Ethernet with IRIG-B input

P4533ENa

Figure 23: Redundant Ethernet board with IRIG-B

This board provides dual redundant Ethernet (supported by two fibre pairs) together with an IRIG-B
interface for timing.

We supply different board variants depending on the redundancy protocol and the type of IRIG-B
signal (demodulated or modulated). The available redundancy protocols are:

e SHP (Self healing Protocol)

e RSTP (Rapid Spanning Tree Protocol)
e DHP (Dual Homing Protocol)

e PRP (Parallel Redundancy Protocol)

The variants for this product are as follows:

e 100 MHz redundant Ethernet running RSTP, with on-board modulated IRIG-B

e 100 MHz redundant Ethernet running RSTP, with on-board demodulated IRIG-B
e 100 MHz redundant Ethernet running SHP, with on-board modulated IRIG-B

e 100 MHz redundant Ethernet running SHP, with on-board demodulated IRIG-B
e 100 MHz redundant Ethernet running DHP, with on-board modulated IRIG-B

e 100 MHz redundant Ethernet running DHP, with on-board demodulated IRIG-B
e 100 MHz redundant Ethernet running PRP, with on-board modulated IRIG-B

e 100 MHz redundant Ethernet running PRP, with on-board demodulated IRIG-B
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6.9 Rear Communications Board

P4547ENa

Figure 24: Rear communications board
The optional communications board containing the secondary communication ports provide two serial
interfaces presented on 9 pin D-type connectors. These interfaces are known as SK4 and SK5.

SK4 can be used with RS232, RS485 and K-bus. SK5 can only be used with RS232 and is used for
InterMiCOM communication.

The second rear communications board and IRIG-B board are mutually exclusive since they use the
same hardware slot. The board comes in two varieties; one with an IRIG-B input and one without.
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6.10 Fibre Board

P4561ENa

Figure 25: Fibre board

This board provides an interface for communicating with a master station. This communication link
can use all compatible protocols (Courier, IEC 60870-5-103, MODBUS and DNP 3.0). ltis a
fibre-optic alternative to the metallic RS485 port presented on the power supply terminal block, and as
such is mutually exclusive with it.

It uses BFOC 2.5 ST connectors
The board comes in two varieties; one with an IRIG-B input and one without:

e Fibre board without IRIG-B
e Fibre board with IRIG-B input
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6.11 High Break Relay Output Board

P4554ENa

Figure 26: High break relay output board

A High Break output relay board is available as an option. It comprises four normally open output
contacts, which are suitable for high breaking loads.

A High Break contact consists of a high capacity relay with a MOSFET in parallel with it. The
MOSFET has a varistor placed across it to provide protection, which is required when switching off
inductive loads. This is because the stored energy in the inductor causes a high reverse voltage that
could damage the MOSFET, if not protected.

When there is a control input command to operate an output contact the miniature relay is operated at
the same time as the MOSFET. The miniature relay contact closes in nominally 3.5 ms and is used to
carry the continuous load current. The MOSFET operates in less than 0.2 ms, but is switched off after
7.5 ms.

When the control input is reset, the MOSFET is again turned on for 7.5 mS. The miniature relay
resets in nominally 3.5 ms before the MOSFET. This means the MOSFET is used to break the load.
The MOSFET absorbs the energy when breaking inductive loads and so limits the resulting voltage
surge. This contact arrangement is for switching DC circuits only.

The following figure shows the timing diagram for High Break contact operation:
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Figure 27:High break contact operation

High Break Contact Applications

Efficient scheme engineering

In traditional hardwired scheme designs, High Break capability could only be achieved using
external electromechanical trip relays. Instead, these internal High Break contacts can be used
thus reducing space requirements.

Accessibility of CB auxiliary contacts

It is common practice to use circuit breaker 52a (CB Closed) auxiliary contacts to break the trip
coil current on breaker opening, thereby easing the duty on the protection contacts. In some
cases (such as operation of disconnectors, or retrofitting), it may be that 52a contacts are either
unavailable or unreliable. In such cases, High Break contacts can be used to break the trip colil
current in these applications.

Breaker fail

In the event of failure of the local circuit breaker (stuck breaker), or defective auxiliary contacts
(stuck contacts), it is incorrect to use 52a contact action. The interrupting duty at the local
breaker then falls on the relay output contacts, which may not be rated to perform this duty.
High Break contacts should be used in this case to avoid the risk of burning out relay contacts.

Initiation of teleprotection

The High Break contacts also offer fast making, which results in faster tripping. In addition, fast
keying of teleprotection is a benefit. Fast keying bypasses the usual contact operation time,
such that permissive, blocking and intertrip commands can be routed faster.

Warning: These relay contacts are POLARITY SENSITIVE. External wiring must comply with the
polarity requirements described in the external connection diagram to ensure correct

operation.
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1 CHAPTER OVERVIEW

The Software Design chapter describes the design of the product's software platform. It consists of the
following sections:

1
2
3

3.1
3.2
3.3

331
3311
3.3.1.2
3.3.13
3.3.2

4.1
4.2
4.3

51
5.2
5.3
5.4
5.5
5.6
5.7
5.8

6.1

Chapter Overview
Software Design Overview
System Level Software
Real Time Operating system
System Services Software
Self-diagnostic Software
Start-up Self-Testing

System Boot

Initialization Software

Platform Software Initialization & Monitoring
Continuous Self-testing

Platform Software
Record Logging

Settings Database
Interfaces

Protection and Control Functions and Software
Protection and Control Scheduling

Acquisition of Samples
Signal Processing
Programmable Scheme Logic
Event Recording

Disturbance Recorder

Fault Locator

Function Key Interface

Coprocessor Software
Distance Protection
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2

SOFTWARE DESIGN OVERVIEW

The product's software can be conceptually categorized into several elements as follows:

The system level software

The platform software

The protection and control software

Optional coprocessor software (not applicable to all products)

These elements are not distinguishable to the user, and the distinction is made purely for the purposes
of explanation. Figure 1 shows the software structure.

Protection and control software

Fault locator Disturbance
task recorder task

Protection Task

Programmable &
fixed scheme
logic

Protection
algorithms

Fourier signal
processing

Coprocessor software
(not all products)

! Distance i

Currentidiff’erential i

| Phase comparison |

] InterMiCOM 64 1

Records

Supervisor task

Protection and
control settings

Control of output
contacts and

Platform software

Event, fault,
disturbance,
maintenance
record logging

Remote
communications
interfaces

Settings database

Samplin
func[t)iong programmable LEDs Front panel Local
interface communications
(LCD + Keypad) interfaces
i_ar_npllle d_atg * Control of interfaces to keypad, LCD,
igital logic inputs LEDs, front & rear comms ports.
Self-checking maintenance records
System Level Software
System services software / Real time operating system / Self-diagnostic software
Hardware
P4553ENa

Figure 1: Software structure

The software, which executes on the main processor, can be divided into a number of functions as
illustrated above. Each function is further broken down into a number of separate tasks. These tasks
are then run according to a scheduler. They are run at either a fixed rate or they are event driven. The
tasks communicate with each other as required.
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SYSTEM LEVEL SOFTWARE

3.1

Real Time Operating system

The real-time operating system is used to schedule the processing of the various tasks. This ensures
that they are processed in the time available and in the desired order of priority. The operating system
also plays a part in controlling the communication between the software tasks.

3.2

System Services Software

The system services software provides the layer between the unit's hardware and the higher-level
functionality of the platform software and the protection & control software. For example, the system
services software provides drivers for items such as the LCD display, the keypad and the remote
communication ports. It also controls things like the booting of the processor and the downloading of
the processor code into SRAM from Flash memory at startup.

3.3

3.3.1

3311

3.3.1.2

Self-diagnostic Software

The IED includes several self-monitoring functions to check the operation of its hardware and software
while in service. If there is a problem with the unit's hardware or software, it should be able to detect
and report the problem, and attempt to resolve the problem by performing a reboot. In this case, the
unit would be out of service for a short time, during which the ‘Healthy’ LED on the front of the unit is
switched OFF and the watchdog contact at the rear is ON. If the restart fails to resolve the problem,
the unit takes itself permanently out of service; the ‘Healthy’ LED stays OFF and watchdog contact
stays ON.

If a problem is detected by the self-monitoring functions, the unit attempts to store a maintenance
record in battery-backed SRAM to allow the nature of the problem to be communicated to the user.

The self-monitoring is implemented in two stages: firstly a thorough diagnostic check which is
performed when the unit is booted-up, and secondly a continuous self-checking operation which
checks the operation of the critical functions whilst it is in service.

Start-up Self-Testing

The self-testing takes a few seconds to complete, during which time the unit’'s measurement,
recording, control, and protection functions are unavailable. On a successful start-up and self-test, the
‘health-state’ LED on the front of the unit is switched on. If a problem is detected during the start-up
testing, the unit remains out of service until it is manually restored to working order.

The operations that are performed at start-up are as follows:

System Boot

The integrity of the Flash memory is verified using a checksum before the program code and stored
data is loaded into SRAM for execution by the processor. When the loading has been completed, the
data held in SRAM is compared to that held in the Flash memory to ensure that no errors have
occurred in the data transfer and that the two are the same. The entry point of the software code in
SRAM is then called. This is the unit’s initialization code.

Initialization Software

The initialization process initializes the processor registers and interrupts, starts the watchdog timers
(used by the hardware to determine whether the software is still running), starts the real-time operating
system and creates and starts the supervisor task. In the initialization process the unit checks the
following:
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e The status of the battery

e The integrity of the battery backed-up SRAM that is used to store event, fault and disturbance
records

e The voltage level of the field voltage supply which can be used to drive the opto-isolated inputs
e The operation of the LCD controller

e The watchdog operation

At the conclusion of the initialization software the supervisor task begins the process of starting the
platform software.

For products using a coprocessor, the startup checks are as follows:

e A check is made for the presence of the co-processor board, and if present a valid response

¢ The SRAM on the co-processor board is checked with a test bit pattern before the co-processor
code is transferred from the flash EPROM

If any of these checks produce an error, the co-processor board remains out of service.

Note: A coprocessor board is used only in products with Distance, phase comparison, or current

differential functionality.

3.3.1.3 Platform Software Initialization & Monitoring

When starting the platform software, the unit checks the following:

e The integrity of the data held in non-volatile memory (using a checksum)

e The operation of the real-time clock

e The optional IRIG-B function

e The presence and condition of the input board

e The analogue data acquisition system (by sampling the reference voltage)

At the successful conclusion of all of these tests the unit is entered into service and the application
software is started up.

3.3.2 Continuous Self-testing

When the unit is in service, it continually checks the operation of the critical parts of its hardware and
software. The checking is carried out by the system services software and the results are reported to
the platform software. The functions that are checked are as follows:

e The flash EPROM containing all program code and language text is verified by a checksum

e The code and constant data held in SRAM is checked against the corresponding data in flash
EPROM to check for data corruption

e The SRAM containing all data other than the code and constant data is verified with a
checksum

e The battery status
e The level of the 48 V field voltage (if available)

e The integrity of the digital signal I/O data from the opto-isolated inputs and the output relay coils
is checked by the data acquisition function every time it is executed.
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e The operation of the analogue data acquisition system is continuously checked by the
acquisition function every time it is executed. This is done by sampling the reference voltages

e The operation of the optional Ethernet board is checked by the software on the main processor
card. If the Ethernet board fails to respond an alarm is raised and the card is reset in an
attempt to resolve the problem.

e The operation of the optional IRIG-B function is checked by the software that reads the time and
date from the board

In the event that one of the checks detects an error in any of the unit's subsystems, the platform
software is notified and it attempts to log a maintenance record in battery-backed SRAM.

If the problem is with the battery status or the IRIG-B board, the unit continues in operation. For
problems detected in any other area, the unit initiates a shutdown and re-boot, resulting in a period of
up to 10 seconds when the functionality is unavailable.

The complete restart of the unit including all initializations should clear most problems that may occur.
If, however, the diagnostic self-check detects the same problem that caused the unit to restart, it is
clear that the restart has not cleared the problem, and the unit takes itself permanently out of service.
This is indicated by the “health-state’ LED on the front of the unit, which switches OFF, and the
watchdog contact which switches ON.

The start-up and continuous self test logic diagrams are shown below.
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Figure 2: Start-up self-test logic
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Figure 3: Continuous self-test logic
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4

PLATFORM SOFTWARE

The platform software has three main functions:

e To control the logging of records generated by the protection software, including alarms, events,
faults, and maintenance records

e To store and maintain a database of all of the settings in non-volatile memory

e To provide the internal interface between the Settings database and the unit’s user interfaces,
using the front panel interface and the front and rear communication ports.

4.1

Record Logging

The logging function is used to store all alarms, events, faults and maintenance records. The records
are stored in battery-backed SRAM to provide a non-volatile log of what has happened. The unit
maintains four types of log on a first in first out basis (FIFO). These are:

e Alarms

e Eventrecords

e Fault records

e Security records

e Maintenance records

The logs are maintained such that the oldest record is overwritten with the newest record. The logging
function can be initiated from the protection software. The platform software is responsible for logging
a maintenance record in the event of an IED failure. This includes errors that have been detected by
the platform software itself or errors that are detected by either the system services or the protection
software function. See the Settings and Records chapter for further details on record logging.

4.2

Settings Database

The settings database contains all the settings and data, which are stored in non-volatile memory.
The platform software manages the settings database and ensures that only one user interface can
modify the settings at any one time. This is a necessary restriction to avoid conflict between different
parts of the software during a setting change.

Changes to protection settings and disturbance recorder settings, are first written to a temporary
location SRAM memory. This is sometimes called 'Scratchpad' memory. These settings are not written
into non-volatile memory immediately. This is because a batch of such changes should not be
activated one by one, but as part of a complete scheme. Once the complete scheme has been stored
in SRAM, the batch of settings can be committed to the non-volatile memory where they will become
active.

4.3

Interfaces

The settings and measurements database must be accessible from all of the interfaces to allow read
and modify operations. The platform software presents the data in the appropriate format for each of
the interfaces (LCD display, keypad and all the communications interfaces).

4-10
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PROTECTION AND CONTROL FUNCTIONS AND SOFTWARE

The protection and control software processes all of the protection elements and measurement
functions. To achieve this it has to communicate with the system services software, the platform
software and, if applicable, the coprocessor software, as well as organize its own operations.

The protection task software has the highest priority of any of the software tasks in the main processor
board. This ensures the fastest possible protection response.

The protection and control software provides a supervisory task, which controls the start-up of the task
and deals with the exchange of messages between the task and the platform software.

5.1

Protection and Control Scheduling

For products that use a coprocessor, the protection and control task on the main processor board is
suspended until the co-processor board starts. The protection task is restarted at a rate that is
dependent on the product (typically between two times and sixteen times per cycle).

5.2

Acquisition of Samples

The acquisition of samples on the main processor board is controlled by a ‘sampling function’ which is
called by the system services software. This sampling function takes each set of new samples from
the input module and stores them in a two-cycle buffer. For products that use a coprocessor, these
samples are also stored concurrently by the co-processor.

5.3

Signal Processing

The sampling function provides filtering of the digital input signals from the opto-isolators and
frequency tracking of the analogue signals.

The frequency tracking of the analogue input signals is achieved by a recursive Fourier algorithm
which is applied to one of the input signals. It works by detecting a change in the signal’s measured
phase angle. The calculated value of the frequency is used to modify the sample rate being used by
the input module, in order to achieve a constant sample rate per cycle of the power waveform. The
value of the tracked frequency is also stored for use by the protection and control task.

When the protection and control task is re-started by the sampling function, it calculates the Fourier
components for the analogue signals. With the exception of the RMS measurements, all other
measurements and protection functions are based on the Fourier derived fundamental component.
The Fourier components are calculated using a single-cycle, Discrete Fourier Transform (DFT). The
DFT is always calculated using the last cycle of samples from the 2-cycle buffer, i.e. the most recent
data is used.

The DFT extracts the power frequency fundamental component from the signal to produce the
magnitude and phase angle of the fundamental in rectangular component format. This gives good
harmonic rejection for frequencies up to the 23rd harmonic. The 23rd is the first predominant
harmonic that is not attenuated by the Fourier filter and this is known as ‘Alias’. However, the Alias is
attenuated by approximately 85% by an additional, analogue anti-aliasing filter (low pass filter). The
combined affect of the anti-aliasing and Fourier filters is shown in Figure 4:
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Figure 4: Frequency response

The Fourier components of the input current and voltage signals are stored in memory so that they
can be accessed by all of the protection elements’ algorithms. The disturbance recorder also uses the
samples from the input module, in an unprocessed form. This is for waveform recording and the
calculation of true RMS values of current, voltage and power for metering purposes.

5.4

Programmable Scheme Logic

The Programmable Scheme Logic (PSL) allows you to configure an individual protection scheme to
suit your own application. It may be part of any of the four Protection Setting groups.

The input to the PSL can be any combination of the following:

¢ Digital input signals (from the opto-isolated inputs on the input board)
e Outputs of the protection elements (for example, protection starts and trips)

e Outputs of the fixed protection scheme logic (the fixed scheme logic is the standard set of
protection schemes provided by default)

e InterMiCOM (IM), InterMiCOM®* (IM64) signals and Control Inputs
e |EC61850 GOOSE inputs (optional)

¢ Function keys (this option is not applicable to all products)

The PSL consists of programmable logic gates, latches and delay timers. The logic gates can be
programmed to perform a range of different logic functions and can accept any number of inputs. The
timers are used either to create a programmable delay, or to condition the logic outputs such as
creating pulses of fixed duration. The outputs of the PSL are the LEDs on the front panel, the output
contacts at the rear of the unit, IM and IM64 signals and GOOSE outputs.

The execution of the PSL logic is event driven, i.e. it only runs when an input changes state. This
reduces the amount of processing time used by the PSL. The output of the latches, timers and relay
contacts are updated at the end of the protection and control task.
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The PSL allows you to design your own logic scheme. This means that it can be configured to form
very complex systems. Because of this, the PSL can only be configured using the PSL Editor, which
is a component of the PC support package MiCOM S1 Agile.

When you transfer a PSL file from the PSL editor to the IED, you can specify the Group to which it is
downloaded, together with a 32-character reference description. This PSL reference is shown in the
Grpl1/2/3/4 PSL Ref cell in the PSL DATA column. The download date and time and file checksum for
each of the group’s PSL file is also shown in the cells Date/Time and Grp 1/2/3/4 PSL ID in the PSL
DATA column. The PSL data can be used to indicate whether a PSL has been changed and thus be
useful in providing information for version control of PSL files.

The default PSL Reference description is Default PSL followed by the model number, for example,
version. This is the same for all protection setting groups since the default PSL is the same for all

groups. Since the LCD display (bottom line) only has space for 16 characters the display must be
scrolled to see all 32 characters of the PSL Reference description.

Note: The PSL DATA column information is visible using the front panel interface or over the Courier

communications protocol.

5.5

Event Recording

A change in any digital input signal or protection element output signal causes an event record to be
created. These events are generated by the protection software and immediately time stamped. They
are then transferred to battery-backed SRAM for non-volatile storage. It is possible for the fast buffer
to overflow under avalanche conditions. If this occurs, a maintenance record is generated to indicate
this loss of information.

5.6

Disturbance Recorder

The disturbance recorder operates as a separate task from the protection and control task. It can
record the waveforms of the calibrated analogue channels, plus the values of the digital signals. The
recording time is user selectable up to a maximum of 10 seconds. The disturbance recorder is
supplied with data by the protection and control task once per cycle, and collates the received data
into the required length disturbance record. The disturbance records can be extracted using MiCOM
S1 Agile or the SCADA system, which can also store the data in COMTRADE format, allowing the use
of other packages to view the recorded data.

5.7

Fault Locator

The fault locator uses 12 cycles of the analogue input signals to calculate the fault location. The result
is returned to the protection and control task, which includes it in the fault record. The pre-fault and
post-fault voltages are also presented in the fault record. When the fault record is complete, including
the fault location, the protection and control task sends a message to the supervisor task to log the
fault record.

5.8

Function Key Interface

The ten function keys interface directly into the PSL as digital input signals. A change of state is only
recognized when a key press is executed on average for longer than 200 ms. The time to register a
change of state depends on whether the function key press is executed at the start or the end of a
protection task cycle, with the additional hardware and software scan time included. A function key
press can provide a latched (toggled mode) or output on key press only (normal mode) depending on
how it is programmed. It can be configured to individual protection scheme requirements. The latched
state signal for each function key is written to non-volatile memory and read from non-volatile memory
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during relay power up thus allowing the function key state to be reinstated after power-up, should
power be inadvertently lost.
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6 COPROCESSOR SOFTWARE

For distance protection, phase comparison and differential protection functionality, a coprocessor
software module, which runs on a coprocessor board, is required. There are three types, depending
on the required functionality:

e Distance only (e.g. P443, P445, P446, P44T)
e Distance + Phase Comparison (e.g. P547)
e Distance + Current Differential (e.g. P543/5, P544/6)

All of the processing for the Differential, Phase Comparison, Distance and DEF protection algorithms
is performed on the co-processor board.

The co-processor is also responsible for managing inter-tripping commands IM64 via the
communication link.

Data exchange between the co-processor board and the main processor board is achieved through
the use of shared memory on the co-processor board. When the main processor accesses this
memory, the co-processor is temporarily halted. After the co-processor code has been copied onto
the board at initialization, the main traffic between the two boards consists of setting change
information, commands from the main processor, differential protection measurements and output
data.

6.1 Distance Protection

The current and voltage inputs are filtered, using finite impulse response (FIR) digital filters to reduce
the effects of non-power frequency components in the input signals, such as DC offsets in current
waveforms, and capacitor voltage transformer (CVT) transients in the voltages. The device uses a
combination of a 1/4 cycle filter using 12 coefficients, a 1/2 cycle filter using 24 coefficients, and a one
cycle filter using 48 coefficients. The relay automatically performs intelligent switching in the
application of the filters, to select the best balance of removal of transients with fast response.

Note: The protection elements perform additional filtering, for example implemented by the trip count
strategy.

Figure 5 shows the frequency response of the 12, 24 and 48 coefficient filters, noting that all have a
gain of unity at the fundamental.

P44T-EN-TM-D 4-15



4 Software Design

MiCOM P40 Agile P44T

Gain

Full §Cycle

Harmonic

P4564ENa

Figure 5: Filter frequency response
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1 OVERVIEW

Each product has different configuration parameters according to the functions it has been designed to
perform. There is, however, a common methodology used across the entire Px40 product series to set

these parameters.

This chapter describes an overview of this common methodology, as well as providing concise
instructions of how to configure the device.

This chapter consists of the following sections:

1

2
2.1
2.2
2.3
2.4
2.5
2.6
2.7
2.8
29

3.1
3.2
3.3
3.4

4.1
4.2

5.1
5.2
5.3

6.1
6.2
6.3
6.4
6.5
6.6
6.6.1
6.6.2

Overview

Using the HMIPanel

Navigating the HMI Panel

Getting started

Default display

Password Entry

Reading and Clearing of Alarms and Fault Records
Menu Structure

Changing the Settings

Direct Access (The Hotkey Menu)
Function keys

Using MiCOM S1 AGILE
Platform Requirements

Connecting to the Unit using MiCOM S1 Agile
Off-line use of MiICOM S1 Agile
Importing Device Data Models

Configuring the Ethernet Interface
Configuring the Ethernet Interface for IEC 61850

Configuring the Ethernet Interface for DNP3.0

Configuring the Redundant Ethernet Board
Configuring the IED IP address

Configuring the Board IP Address
RSTP Configuration

Configuring the Data Protocols
Courier Configuration

DNP3.0 configuration

IEC 60870-5-103 Configuration

IEC 61850 Configuration

DNP3.0 configuration using MiCOM S1 Studio
IEC 61850 configuration

IEC 61850 Configuration banks

IEC 61850 Network connectivity
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2 USING THE HMI PANEL

2.1 Navigating the HMI Panel
Using the HMI, you can:
e Display and modify settings
¢ View the digital I/O signal status
e Display measurements
e Display fault records

e Reset fault and alarm indications

The keypad provides full access to the device functionality by means of a range of menu options. The
information is displayed on the LCD.

Keys Description Function

To change the menu level or change
Up and down Cursor keys | between settings in a particular column,
or changing values within a cell
To change default display, change
Left and right cursor keys | between column headings, or changing
values within a cell
@ ENTER key For changing and executing settings

Hotkevs For executing commands and settings for
y which shortcuts have been defined
To return to column header from any
Cancel key
menu cell

To return to column header from any
menu cell

Read key

For executing user programmable

Function keys functions

Table 1: Key descriptions

Note: As the LCD display has a resolution of 16 characters by 3 lines, some of the information is in a

condensed mnemonic form.
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The cursor keys are used to navigate the menus. These keys have an auto-repeat function if held
down continuously. This can be used to speed up both setting value changes and menu navigation.

The longer the key is held pressed, the faster the rate of change or movement.

Figure 1 shows how to navigate the menu items in the form of a menu navigation map.

Default display
option

2@

Column 00
System data

Row 01
Language

y

Subsequent rows

Default display
option

Default display options

Alarm message

Subsequent column headings

A

Vertical cursor keys move
between setting rows

The Cancel key
returns to
column header

/

Horizontal cursor
keys move
between values
Wlthln acell

Column B8
User curves

Y

Row 01
Curve 1 name

'

Subsequent rows

P4565ENa

Figure 1: Menu Navigation

2.2 Getting started

When you first start the IED, it will go through its power up procedure. After a few seconds it will settle
down into one of the top level menus. There are two menus at this level:

e The Alarms menu for when there are alarms present

The default display menu for when there are no alarms present.

If there are alarms present, the yellow Alarms LED will be flashing and the menu display will read as

follows:
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Alarms / Faults

Present

HOTKE

Even though the device itself should be in full working order when you first start it, an alarm could still
be present, for example, if there is no network connection for a device fitted with a network card. If this
is the case, you can read the alarm by pressing the 'Read' key.

ALARMS
NIC Link Fail

The only way you will be able to completely clear this alarm will be by connecting the device into an
Ethernet network. This is also the only way you will be able to get into the default display menu.

If there are other alarms present, these must also be cleared before you can get into the default
display menu options

2.3

Default display

The default display menu contains a range of possible options that you can choose to be the default
display. The options available are:

NERC Compliant banner

ACCESS ONLY FOR
AUTHORISED USERS

HOTKEY ff |

Date and time
For example:

11:09:15
23 Nov 2010

HOTKEY f |

Description (user-defined)
For example:

Description
MiCOM P543

HOTKEY f |

5-6
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Plant reference (user-defined)
For example:

PTant Reference
MiCOM

HOTKEY ff |

Access Level
For example:

Access Level
3

HOTKEY f |

In addition to the above, there are also displays for the system voltages, currents, power and
frequency.

Figure 2 depicts the navigation between default displays.

DISPLAY NOT NERC DISPLAY NOT NERC
COMPLIANT. OK? COMPLIANT. OK?

NERC compliant
| banner I

Access Level System Current
System Frequency System Voltage
\ /
Plant Reference System Power
Description Date & Time
_

P4556ENa

Figure 2: Default display navigation
The right cursor key takes you to the next menu option in a clockwise direction, whereas the left cursor
key takes you to the next menu option in an anti-clockwise direction.

If the device is not yet configured for NERC compliance (see cyber Security chapter) a warning will
appear when moving from the "NERC compliant” banner. The warning message is as follows:
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DISPLAY NOT NERC
COMPLIANT. OK?

You will have to confirm with the ENTER button before you can go any further.

Note: The unit is delivered with the NERC-compliant default display. Please see the Cyber Security
chapter for further details

Note: Whenever the unit has an uncleared alarm the default display is replaced by the text Alarms/ Faults
present. You cannot override this default display. However, you can enter the menu structure from
the default display, even if the display shows the Alarms/Faults present message.

2.4 Password Entry

Configuring the default display (in addition to modification of other settings) requires level 3 access. .
You will be prompted for a password before you can make any changes, as follows. The default level
3 password is AAAA.

Enter Password

1. A flashing cursor shows which character field of the password can be changed. Press the up
or down cursor keys to change each character (tip: pressing the up arrow once will return an
upper case "A" as required by the default level 3 password).

Use the left and right cursor keys to move between the character fields of the password.

3. Press the Enter key to confirm the password. If you enter an incorrect password, an invalid
password message is displayed then the display reverts to Enter password. On entering a
valid password a message appears indicating that the password is correct and if so what level
of access has been unlocked. If this level is sufficient to edit the selected setting, the display
returns to the setting page to allow the edit to continue. If the correct level of password has not
been entered, the password prompt page appears again.

4. To escape from this prompt press the Clear key. Alternatively, enter the password using
System data > Password. If the keypad is inactive for 15 minutes, the password protection of
the front panel user interface reverts to the default access level.

5. To manually reset the password protection to the default level, select System data >
Password, then press the clear key instead of entering a password.

2.5 Reading and Clearing of Alarms and Fault Records

If there are any alarm messages, they will appear on the default display and the yellow alarm LED
flashes. The alarm messages can either be self-resetting or latched. If they are latched, they must be
cleared manually.

1. To view the alarm messages, press the "Read" key. When all alarms have been viewed but
not cleared, the alarm LED changes from flashing to constantly on, and the latest fault record
appears (if there is one).

2. Scroll through the pages of the latest fault record, using the cursor keys. When all pages of the
fault record have been viewed, the following prompt appears.
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Press Clear To

Reset Alarms

3. Toclear all alarm messages, press the Clear key. To return to the display showing alarms or
faults present, and leave the alarms uncleared, press the "Read" key.

4. Depending on the password configuration settings, you may need to enter a password before
the alarm messages can be cleared.

5.  When all alarms are cleared, the yellow alarm LED switches off. If the red LED was on, this
will also be switched off.

Note: To speed up the procedure, you can enter the alarm viewer using the Read key and subsequently
pressing the Clear key. This goes straight to the fault record display. Press the Clear key again to

move straight to the alarm reset prompt, then press the Clear key again to clear all alarms.

2.6 Menu Structure

Settings, commands, records and measurements are stored inside the unit in non-volatile memory in a
local database. When using the Human Machine Interface (HMI) it is convenient to visualize the menu
navigation system as a table. Each item in the menu is known as a cell, which is accessed by
reference to a column and row address. Each column and row is assigned a 2-digit hexadecimal
numbers, resulting in a unique 4-digit cell address for every cell in the database. The main menu
groups are allocated columns and the items within the groups are allocated rows, meaning a particular
item within a particular group is a cell.

Each column contains all related items, for example all of the disturbance recorder settings and
records are in the same column.

There are three types of cell:

e Settings: This is for parameters that can be set to different values
e Commands: This is for commands to be executed

e Data: this is for measurements and records to be viewed, which are not settable

I Note: Sometimes the term "Setting" is used generically to describe all of the three types I

Table 2 provides an example of the menu structure.

SYSTEM DATA (Col 00) VIEW RECORDS (Col 01) MEASUREMENTS 1 (Col 02)
Language (Row 01) "Select Event [0...n]" (Row 01) Icat Magnitude (Row 01)
Password (Row 02) Menu Cell Ref (Row 02) Icat Phase Angle (Row 02)

Sys Fn Links Row 03) Time & Date (Row 03) Ifrd Magnitude (Row 03)

Table 2: Menu structure
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It is more convenient to specify all the settings in a single column, detailing the complete Courier
address for each setting. The above table may therefore be represented as follows:

Setting Column Row Description
SYSTEM DATA 00 00 First Column definition
Language (Row 01) 00 01 First setting within first column
Password (Row 02) 00 02 Second setting within first column
Sys Fn Links Row 03) 00 03 Third setting within first column
VIEW RECORDS 01 00 Second Column definition
Select Event [0...n] 01 01 First setting within second column
Menu Cell Ref 01 02 Second setting within second column
Time & Date 01 03 Third setting within second column
MEASUREMENTS 1 02 00 Third Column definition
Icat Magnitude 02 01 First setting within third column
Icat Phase Angle 02 02 Second setting within third column
Ifdr Magnitude 02 03 Third setting within third column

Table 3: Settings table example

The first three column headers are common throughout the entire Px40 series. However the rows
within each of these column headers may differ according to the product type. Many of the column
headers are the same for all products within the Px40 series. However, there is no guarantee that the
addresses will be the same for a particular column header. Therefore you should always refer to the
product documentation and not make any assumptions

2.7 Changing the Settings

Starting at the default display, press the down cursor key to show the first column heading.

Use the horizontal cursor keys to select the required column heading.

1
2
3. Use the vertical cursor keys to view the setting data in the column.
4

To return to the column header, either press the up cursor key for a second or so, or press the
Cancel key once. Itis only possible to move across columns at the column heading level.

5. Toreturn to the default display, press the up cursor key or the Cancel key from any of the
column headings. If you use the auto-repeat function of the up cursor key, you cannot go
straight to the default display from one of the column cells because the auto-repeat stops at

the column heading.

6. To change the value of a setting, go to the relevant cell in the menu, then press the Enter key
to change the cell value. A flashing cursor on the LCD shows that the value can be changed.
You may be prompted for a password first.

7. To change the setting value, press the up and down cursor keys. If the setting to be changed
is a binary value or a text string, select the required bit or character to be changed using the

left and right cursor keys.

8. Press the Enter key to confirm the new setting value or the Clear key to discard it. The new
setting is automatically discarded if it is not confirmed within 15 seconds.
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9. For protection group settings and disturbance recorder settings, the changes must be
confirmed before they are used. When all required changes have been entered, return to the
column heading level and press the down cursor key. Before returning to the default display,
the following prompt appears.

Update settings?
ENTER or CLEAR

10. Press the Enter key to accept the new settings or press the Clear key to discard the new
settings.

If the menu time-out occurs before the setting changes have been confirmed, the setting values are
also discarded.

Control and support settings are updated immediately after they are entered, without the Update
settings 7 prompt

2.8 Direct Access (The Hotkey Menu)

It can be quite an onerous process to configure settings using the HMI panel, especially for settings
and commands that need to be executed on a regular basis. The IED provides a pair of keys directly
below the LCD display, which can be used to execute specified settings and commands directly.

The functions available for direct access via these direct access keys are:

e Setting group selection
e Control Inputs

e CB Control functions

Setting group selection

By default, only Setting group 1 is enabled. Other setting groups will only be available if they are
first enabled. To be able to select a different setting group, you must first enable them in the
CONFIGURATION column.

Control Inputs

The control inputs are user-assignable functions. You can use the CTRL I/P CONFIG column to
configure the control inputs for the hotkey menu. In order to do this, use the first setting Hotkey
Enabled cell to enable or disable any of the 32 control inputs. You can then set each control
input to latched or pulsed and set its command to 'On/Off', 'Set/Reset’, 'In/Out’, or
‘Enabled/Disabled'.

By default, the hotkey is enabled for all 32 control inputs and they are set to "Set/Reset" and are
"Latched".

CB Control
You can open and close the controlled circuit breaker with the direct access key to the right, if
enabled as described above. By default direct access to the circuit breakers is disabled.

The availability of the above three functions is controlled by the Direct Access cell in the
CONFIGURATION column. There are four options: 'Disabled’, 'Enabled’, 'CB Ctrl only' and 'Hotkey
only'.

For the Setting Group selection and Control inputs, this cell must be set to either 'Enabled’ or 'Hotkey
only'.
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For CB Control functions, the cell must be set to 'Enabled' or 'CB Ctrl only'.

Hotkey display

In general, the layout of a typical display of the hotkey menu is as follows:
e The top line shows the contents of the previous and next cells for easy menu navigation
e The centre line shows the function

e The bottom line shows the options assigned to the direct access keys

Accessing the Hotkey Menu

To access the hotkey menu from the default display, you press the key directly below the HOTKEY
text on the LCD. The following screen will appear

<« User32 STG GP-

HOTKEY MENU

| B ExIT

Use the left and right cursor keys to scroll between the other available options, then use the hotkeys to
control the function currently displayed. If neither of the cursor keys is pressed within 20 seconds of
entering a hotkey sub menu, the unit reverts to the default display.

Press Clear key to return to the default menu from any page of the hotkey menu.

| Note: More detailed information about the above three functions is available in the Operations chapter. I

The CB control menu

If direct access to the circuit breakers has been enabled, the bottom right hand part of the display will
read "Open or Close" depending on whether the circuit breaker is closed or open respectively:

For example:

Plant Reference
MiCOM

HOTKEY | CLOSE

To Close the circuit breaker (in this case), press the key directly below CLOSE. You will be given an
option to cancel or confirm

Execute
CB CLOSE

2.9

Function keys

Most devices have 10 function keys for programming control functionality using the programmable
scheme logic (PSL).

Each function key has an associated programmable tri-colour LED that can be programmed to give
the desired indication on function key activation.
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These function keys can be used to trigger any function that they are connected to as part of the PSL.
The function key commands are in the FUNCTION KEYS column.

The first cell down in the FUNCTION KEYS column is the Fn Key Status cell. This contains a 10 bit
word, which represents the 10 function key commands. Their status can be read from this 10 bit word.

FUNCTION KEYS
Fn Key Status
0000000000

The next cell down (Fn Key 1) allows you to activate or disable the first function key (1). The Lock
setting allows a function key to be locked. This allows function keys that are set to ‘Toggled’ mode
and their DDB signal active ‘high’, to be locked in their active state, preventing any further key presses
from deactivating the associated function. Locking a function key that is set to the Normal mode
causes the associated DDB signals to be permanently off. This safety feature prevents any
inadvertent function key presses from activating or deactivating critical relay functions

FUNCTION KEYS
Fn Key 1
UnTocked

The next cell down (Fn Key 1 Mode) allows you to set the function key to 'Normal' or "Toggled'. In the
Toggle mode the function key DDB signal output stays in the set state until a reset command is given,
by activating the function key on the next key press. In the Normal mode, the function key DDB signal
stays energized for as long as the function key is pressed then resets automatically. If required, a
minimum pulse width can be programmed by adding a minimum pulse timer to the function key DDB
output signal.

FUNCTION KEYS
Fn Key 1 Mode
Toggled

The next cell down (Fn Key 1 Label) allows you to change the label of the function. The default label is
"Function key 1" in this case. To change the label you need to press the enter key and then change
the text on the bottom line, character by character. This text is displayed when a function key is
accessed in the function key menu, or it can be displayed in the PSL

FUNCTION KEYS
Fn Key 1 Label

Function Key 1

Subsequent cells allow you to carry out the same procedure as above for the other function keys.

The status of the function keys is stored in battery backed memory. If the auxiliary supply is
interrupted, the status of all the function keys is restored. If the battery is missing or discharged, the
function key DDB signals are set to logic 0 once the auxiliary supply is restored. The IED only
recognizes a single function key press at a time and a minimum key press duration of approximately
200 ms is required before the key press is recognized in PSL. This feature avoids accidental double
presses.
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3 USING MICOM S1 AGILE
MiCOM S1 Agile is application software specifically designed to interface with General Electric
protection devices. This section provides a brief overview of MiCOM S1 Agile and is intended to get
you up and running.
For more detailed documentation, please refer to the demo included with the MiCOM S1 AGILE
software package and the online help system. Further information is also available in the DNP3.0
Configurator Guide S1V2DNP/EN HI.
3.1 Platform Requirements
MiCOM S1 Agile requires the following hardware platform.
Minimum
e 1 GHz processor
e 256 MB RAM
e Windows™ XP
e Resolution 800 x 600 (256 colors)
e 1 GB free hard disk space
Recommended
e 2 GHz processor
e 1GBRAM
e WindowsTM XP
e Resolution 1024 x 768
e 5 GB free hard disk space
3.2 Connecting to the Unit using MiCOM S1 Agile

This section is intended as a quick start guide to using MiCOM S1 Agile and assumes you have a
copy installed on your PC. See the MiCOM S1 Agile program online help for more detailed
information.

1. Connect a serial cable between the port on the front panel of the IED and the PC.

2. To start MiCOM S1 Studio, select Programs > MiCOM S1 Agile > MiCOM S1 Agile.
3. Click Quick Connect and select Create a New System.
4

The new system file is placed in a default path in the Path to System field. You can change
this path if desired.

5. Enter the name of the system in the Name field (you can add a brief description of the system
using the Comment field, if required).

6. Click OK.

7. Select the device type Px40 Series

8. Select the communications port Front port, Rear port or Ethernet port.

9. Once connected, select the language for the settings file, the device name, then click Finish.

The configuration is updated.

10. In the Agile Explorer window, select Device > Supervise Device... to control the unit
functions directly.

5-14
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3.3

Off-line use of MICOM S1 Agile

MiCOM S1 Agile can also be used as an off-line tool to prepare settings, without access to the unit.

=

If creating a new system, in the Studio Explorer, select Create new system.
Right click the new system and select New substation.

Right-click the new substation and select New voltage level.

Right-click the new voltage level and select New bay.

Right-click the new bay and select New device.

Select a device type from the list, and enter the unit type. Click Next.

Enter the full model number and click Next.

Select the Language and Model, then click Next.

© 0o N o gk~ Db

Enter a unique device name, then click Finish.
Right-click the Settings folder and select New File. A default file 000 is added.

N
= o

Right-click file 000 and select click Open. You can now edit the settings.

Notes: You can add a device at any level, whether it is a system, substation, voltage or bay.

If the device type you want doesn’t appear in the list, you will have to import a device data model.
Refer to section 3.4 for details.

3.4

Importing Device Data Models

To use MICOM S1 Agile as an off-line tool to prepare settings etc., it is necessary to install the data
models for the products that you wish to work with. Data models are installed using the Data Model
Manager.

1. Before running the Data Model Manager, you must close MiCOM S1 Agile.

2. To start the Data Model Manager, select Programs > Alstom Grid > MiCOM S1 Agile > Data
Model Manager.

3. You will be prompted to add data models. A dialog provides a list of locations from where the
data models are to be retrieved.

4. You must now re-start MIiCOM S1 Agile to use the new data models.

Note: Each product version has a number of data models, all of which are large, and hence download
times can be lengthy. We recommend that you select only the data models you need in order to

keep download times reasonable.
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4 CONFIGURING THE ETHERNET INTERFACE

The way in which you configure the Ethernet interface depends on the particular type of interface you
have. If you have a DNP3.0 interface, use the DNP setting file to configure the Ethernet interface.
Otherwise you should use the IED configurator tool in MiCOM S1 Agile.

To launch MiCOM S1 Agile you need to connect to the front serial port.

| Note: Further information is available in the Communications chapter I

4.1 Configuring the Ethernet Interface for IEC 61850
1. Open MIiCOM S1 Agile:
2. Select Tools > IEC61850 IED Configurator
3. Select Device > Manage IED
4. Select Px40
5. Enter the address of the IED you want to manage (this will always be '1" if you are connected

via the front port)

6. Click Next. The following screen appears

7 ILCL18%0 ILD Configurator - [Mansge ILD - Address: 1] =101 x|
Fie View Doir  Todh  Widom el

U @
3 Manage 1ED - Addrem: 1 x
SCLFe IO ﬁ
SCLFe Verson. [Nt Avalatle
==
SCL e I [Net Avmtaie
SCL e Vamon:  [Not Avalatle
[ |
i Switch barks 2 Ruefresh banks: Clme:
Ready

7. Select Extract Configuration, Active Bank
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9.
10. Enter the required IP configuration and select the green download button:

Select template to convert IED configuration....

Selecttemplate using model mumber:

| Enter mode! number to filter available templates...

Product variant Type Description
B Ph4x
=]

PMU project

Template information
SCL Header

ICD Filename: P247___A_ 060_K__DICD
Version: 156
Revision

IED Details

MName: TEMFLATE

Supported Features:
SNTP Time synchronisation
GOOSF (Messane Publication)

Browse for external | Cancel

2

CanfigWer

Select

Select the model. The IP address data is then revealed:

o IWCGLKSD WD Confeperatos - | {¥), WE: | alglx
Ml fdt Vem Dever Tok  Widom teb
A5 ad 4o e @
B x 2
——
8 aw Communications
) D Daste
Al Corrmctnd fub tietwa [0
g T
Accens Fort: [T
5 GOOSE Pubsheng

5 o D GOOSE Subscrbeg a1 cont
e 0 o & 6 |
SohaMes [0 0 0 0
L e

Meda I for & Coee
= o [

Db Lock Tmaout [0 =] e

eady

To change the address values, select View > Enter Manual Editing Mode

P44T-EN-TM-D

5-17



5 Configuration MiCOM P40 Agile P44T

¢ arcarsso np comtgunator Lo mE <1 =T
P B Ve Devics  Tosk  Windew el
JFad s aaEea o

=

4.2 Configuring the Ethernet Interface for DNP3.0
1. Open MIiCOM S1 Agile:
2. Select the device DNP3.0 file (which has been created by the DNP3.0 configurator)

aldi
e

3. Set the values, save them, and then send the DNP3.0 file to the device

x
& Tosend a file to the device select the file and then click the "Send’ button

Select files to send
| Send | File | Type |
™ |o00.set Settings Files

@ | ooo.dnp

DNP3 Files

Uncheck Al Send Close
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5 CONFIGURING THE REDUNDANT ETHERNET BOARD
An IP address is a logical address assigned to devices in a computer network that uses the Internet
Protocol (IP) for communication between nodes. IP addresses are stored as binary numbers but they
are represented using Decimal Dot Notation, where four sets of decimal numbers are separated by
dots as follows:
XXX 2 XXX 2 XXX . XXX
For example: 10.86.254 .85
An IP address within a network is usually associated with a subnet mask that defines which network
the device resides. A subnet mask takes the same form of an IP address.
For example: 255.255.255.0
Both the IED and the REB (Redundant Ethernet Board) each have their own IP address. Figure 3
shows the IED as IP1 and the REB as IP2.
| Note: IP1 and IP2 are different but use the same subnet mask. I
The switch IP address must be configured through the network.
IED (IP1) —— IED Configurator
REB (IP2) — XXX.YYY.254.ZZZ
———
i N swe

Switch Manager (SHP or DHP) Fixed

RSTP Configurator (RSTP) b4442ENa
Figure 3: IED and REB IP address configuration

5.1 Configuring the IED IP address

The IP address of the IED is configured using the IED Configurator software in S1 Agile.
For IEC 61850, the IED IP address is set using the IEC 61850 IED Configurator.
For DNP3 over Ethernet, the IED IP address is managed directly through the DNP3 file.

There are 254 addresses available, which are configurable in the last octet. These are within the
range 01 to 254 decimal, which is equivalent 01 to FE hexadecimal, or 00000001 to 11111110 binary.

As with all IP networks, the first and last addresses (00 and FF) should not be used as these are
reserved for the network address and broadcast address respectively.

Note: In the IED Configurator, ensure that the port type is set to "Copper" (even if redundant fibres are

being used)
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5.2

Configuring the Board IP Address

The board IP address must be configured before connecting the IED to the network to avoid an IP
address conflict.

PRP

If using PRP, configure the IP address of the redundant Ethernet board using the PRP Configurator
software.

RSTP

If using RSTP, configure the IP address of the redundant Ethernet board using the RSTP Configurator
software and DIP switches on the board.

SHP or DHP

If using SHP or DHP configure the IP address of the redundant Ethernet board using the Switch
Manager software and DIP switches on the board.

Configuring the First Two Octets of the Board IP Address
If using PRP, the first two octets are configured using the PRP Configurator software tool.

If using SHP or DHP, the first two octets are configured using the Switch Manager software tool or an
SNMP MIB browser. An H35 (SHP) or H36 (DHP) network device is needed in the network to
configure the Px40 redundant Ethernet board IP address using SNMP.

If using RSTP, the first two octets are configured using the RSTP Configurator software tool or using
an SNMP MIB browser.

Configuring the Third Octet of the Board IP Address

The third octet is fixed at 254 (FE hex, 11111110 binary, regardless of the protocol.
Configuring the Last Octet of the Board IP Address

If using PRP, the last octet is configured using the PRP Configurator software tool.

If using SHP, DHP or RSTP, the last octet is configured using board address switch SW2 on the
board. Remove the IED front cover to gain access to the board address switch.

1. Refer to the safety section of the IED.
2. Switch off the IED. Disconnect the power and all connections.

3. Before removing the front cover, take precautions to prevent electrostatic discharge damage
according to the ANSI/ESD-20.20 -2007 standard.

. Wear a 1 MQ earth strap and connect it to the earth (ground) point on the back of the IED.

N

5. Lift the upper and lower flaps. Remove the six screws securing the front panel and pull the front
panel outwards.

6. Press the levers either side of the connector to disconnect the ribbon cable from the front panel.

7. Remove the redundant Ethernet board. Set the last octet of IP address using the DIP switches. The
available range is 1 to 127.

8. Once you have set the IP address, reassemble the IED, following theses instructions in the reverse
order.

5-20

P44T-EN-TM-D



MiCOM P40 Agile P44T 5 Configuration

1
=

]

]
p L L —
i ]
1 [ ]
] .
\ Example address
decimal 85 1+4+16+64=85
E0 Dl
2 [
4 (I
8 C 17
16 T
32 11
64 I
Unused 11
N P4389ENb
SW2 Top view

Figure 4: REB address switches (SW2)

Caution This hardware configuration should ideally take place before the unit is
installed. If this is not possible, this must be carried out by authorized
installation engineers.

5.3

RSTP Configuration

If you are using RSTP, you will need the RSTP configurator software. This is available from General
Electric on request.

The RSTP Configurator software is used to identify a device, configure the IP address, configure the
SNTP IP address and configure RSTP settings.
Installing RSTP Configurator

1. Double click WinPcap_4_ 0.exe to install WinPcap.

2. Double click Alstom Grid-RSTP Configurator.msi to install the RSTP Configurator.

3. The setup wizard appears. Click Next and follow the on-screen instructions to run the
installation.

Starting the RSTP Configurator

1. To start the RSTP Configurator, select Programs > RSTP Configurator > RSTP
Configurator.

2. The Login screen appears. For user mode login, enter the Login name as User and click OK
with no password.
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If the login screen does not appear, check all network connections.
4. The main window of the RSTP Configurator appears. The Network Board drop-down list

shows the Network Board, IP Address and MAC Address of the PC in which the RSTP
Configurator is running.

RSTP Configurator v1.1

Hetwark board

|Reaktek RTLB169/31 10 Family Gigabit Ethernet NIC (Microscft's Packet Scheduler) =
IP: 10.100,135.123 MAC: 00-13-D4-FA-7C-AD

Netviark
Idertify Device

[ ad, MAC i Vers. | IPsntp DiatefTime

IP Config
SNTP Config

Equipments

RSTP Config

Lanquage

Device Identification
1. To configure the REB, go to the main window and click Identify Device.

2. The REB connected to the PC is identified and its details are listed as shown below.
e Device address

e MAC address

e Version number of the firmware

e SNTP IP address

e Date & time of the real-time clock, from the board.

Note: Due to the time needed to establish the RSTP protocol, it is necessary to wait 25 seconds between

connecting the PC to the IED and clicking the Identify Device button.

IP Address Configuration

1. To change the network address component of the IP address, go to the main window and click
the IP Config button. The Device setup screen appears. The first three octets of the board IP
address can be configured. Note: the last octet is set using the DIP switches (SW2) next to
the ribbon connector.

2. Enter the required board IP address and click OK. The board network address is updated and
displayed in the main window.
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SNTP IP Address Configuration
1. To Configure SNTP server IP address, go to the main window and click the SNTP Config
button. The Device setup screen appears.
2. Enter the required SNTP MAC and server IP address, then click OK. The updated SNTP
server |IP address appears in the main screen.

Equipment
1. Toview the MAC addresses learned by the switch, go to the main window and click the
Identify Device button. The selected device MAC address then appears highlighted.

2. Click the Equipment button. The list of MAC addresses learned by the switch and the
corresponding port number are displayed.

RSTP Configurater i1 ;._Tiﬁ
Plehnain b bnard
|W'H ETLETGRE1 10 Feandy Gigabd: Frhaamad A0 [T pmolt's Packad Schadiier) "l
Pi ILIGLLTLEIZY  MAC: D0-13D4A-TC-AD
PR nciiy Coice | I Selctedcrdcn i 05 (Topor - MACS DO 430 PP CGY
010
Ad e F3 wers.  IParlp CoterTre
85 D002 BA0FF g 1022, L3085 15 Iz 120,10 LIRS 1
[P onfiy
SHTP Conligy
[ Eiqpreric |
PP Condig
Pt [Hac -
L o) O ar ACEY
| I ODERIE AR
i 2 MM GEEN
| 4 0 0 54 = FF 2
I mmescw =
L
(51 4 | Larguusge

RSTP Parameters

1. To view or configure the RSTP Bridge Parameters, go to the main window and click the device
address to select the device. The selected device MAC address appears highlighted.

2. Click the RSTP Config button. The RSTP Config screen appears.
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RSTP Config

Bridge Parameters | port parameters | Port States |

Bridge Parameters

Bridge Max Age(s)
Bridge Hella Time(s)
Bridge Forward Delay(s)
Eridge Priority
Eridge Identifier
Roat Identifier
Root Path Cost
Roat Part

Max Agel(s)

Hella Time(s)
Forward Delay(s)

Time Since Topa Change

Topology Change Count

(Get RSTP Parameters

o Restore Default

Set RSTP Parameters

Clase:

3. Toview the available parameters in the board that is connected, click the Get RSTP

Parameters button.

4. To set the configurable parameters such as Bridge Max Age, Bridge Hello Time, Bridge
Forward Delay, and Bridge Priority, modify the parameter values and click Set RSTP

Parameters as below:

S.No

Parameter

Default value

Minimum value

Maximum value

(seconds) (seconds) (seconds)
1 Bridge Max Age 20 6 40
2 Bridge Hello Time 2 1 10
3 Bridge Forward Delay 15 4 30
4 Bridge Priority 32768 0 61440

Bridge Parameters

1. Toread the RSTP bridge parameters from the board, go to the main window and click the
device address to select the device. The RSTP Config window appears and the default tab is

Bridge Parameters.

2. Click the Get RSTP Parameters button. This displays all the RSTP bridge parameters from

the Ethernet board.
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RSTP Config

Bridge Parameters | Port Parameters | Port States |

Bridge Parameters

Bridge Max Age(s) ,207 Restare Default
Eridae Hello Timeis) 2
Bridge Forward Delay(s) ,157
Bridge Priority | 32768 =
Bridge Identifier
Root Identifier
Root Path Caost
Root Pork
Max Agels) ,7
Hello Timefs)
Forward Delay(s) ,7
Time Since Topo Change
Topology Change Count

[ E RETE Farameters | Set RSTP Parameters ‘

Success! Bridge Parameters retrieved successfully,

Close

To modify the RSTP parameters, enter the values and click Set RSTP Parameters.
To restore the default values, click Restore Default and click Set RSTP Parameters.

The grayed parameters are read-only and cannot be modified.

Port Parameters
This function is useful if you need to view the parameters of each port.

From the main window, click the device address to select the device and the RSTP Config
window appears.

Select the Port Parameters tab, then click Get Parameters to read the port parameters.

Alternatively, select the port numbers to read the parameters.
RSTP Config

Bridge Parameters Part Parameters IPort States I

Port Parameters

e ———
Part: Numberi]Port i

Part Path Cost
Port Priority

Edge Port

Paint Ta Paint
Port State

Mac Enabled State

Up Time
Get Parameters

Success! Part 2 Parameters retrieved successfully,

Close
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Port States
This is used to see which ports of the board are enabled or disabled.

1. From the main window, click the device address to select the device. The RSTP Config
window appears.

2. Select the Port States tab then click the Get Port States button. This lists the ports of the
Ethernet board. A tick shows they are enabled.

RSTP Canfig

Bridge Paramatersl Port Parameters  Port States I

[~ Port States

¥ Port1

v Partz

.. ot T
—

Success: Port 1 Parameters retrieved successfully,

Success: Port 2 Patameters retriewed successfully, Close
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6 CONFIGURING THE DATA PROTOCOLS

Depending on the model, various protocols can be used with the serial rear ports. However, only one
protocol can be configured at any one time on any one IED. The range of available communication
settings depend on which protocol has been chosen

6.1 Courier Configuration

To use the rear port with Courier, you can configure the settings using the HMI panel. Courier can be
used with either a copper connection or a fibre connection.

1. Select the CONFIGURATION column and check that the Comms settings cell is set to
Visible.

Select the COMMUNICATIONS column.

3. Move to the first cell down (RP1 protocol). This is a non settable cell, which shows the chosen
communication protocol — in this case Courier.

COMMUNICATIONS
RP1 Protocol

Courier

4. Move down to the next cell (RP1 Address). This cell controls the address of the IED. Up to 32
IEDs can be connected to one spur. It is therefore necessary for each IED to have a unique
address so that messages from the master control station are accepted by one IED only.
Courier uses an integer number between 0 and 254 for the IED address. It is important that
no two IEDs have the same address.

COMMUNICATIONS
RP1 Address

255

5. Move down to the next cell (RP1 InactivTimer). This cell controls the inactivity timer. The
inactivity timer controls how long the IED waits without receiving any messages on the rear
port before it reverts to its default state, including revoking any password access that was
enabled. For the rear port this can be set between 1 and 30 minutes.

COMMUNICATIONS
RP1 Inactivtimer
10.00 mins.

6. If the optional fibre optic connectors are fitted, the RP1 PhysicalLink cell is visible. This cell
controls the physical media used for the communication (Copper or Fibre optic).

COMMUNICATIONS
RP1 PhysicalLink
Copper

7. Move down to the next cell (RP1 Card Status). This cell is not settable. It just displays the
status of the chosen physical layer protocol for RP1.
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10.

COMMUNICATIONS
RP1 Card Status
K-Bus OK

Move down to the next cell (RP1 Port Config). This cell controls the type of serial connection.
Select between K-Bus or RS485.

COMMUNICATIONS
RP1 Port Config
K-Bus

If using EIA(RS)485, the next cell selects the communication mode. The choice is either
IEC 60870 FT1.2 for normal operation with 11-bit modems, or 10-bit no parity. If using K-Bus
this cell will not appear.

COMMUNICATIONS
RP1 Comms Mode
IEC 60870 FT1.2

If using EIA(RS)485, the next cell down controls the baud rate. Three baud rates are
supported; 9600, 19200 and 38400. If using K-Bus this cell will not appear as the baud rate is
fixed at 64kbps.

COMMUNICATIONS
RP1 Baud rate
19200

If you modify protection and disturbance recorder settings using an on-line editor such as PAS&T,
you must confirm them. To do this, from the Configuration column select the Save changes cell.

Off-line editors such as MiCOM S1 Agile do not need this action for the setting changes to take
effect.

6.2

DNP3.0 configuration

To use the rear port with DNP3.0, you can configure the settings using the HMI panel. DNP3.0 can be
used with either a copper connection or a fibre connection.

1.

Select the CONFIGURATION column and check that the Comms settings cell is set to
Visible.

Select the COMMUNICATIONS column.

Move to the first cell down (RP1 protocol). This is a non settable cell, which shows the chosen
communication protocol — in this case DNP3.0.

COMMUNICATIONS
RP1 Protocol
DNP3.0

5-28

P44T-EN-TM-D



MiCOM P40 Agile P44T 5 Configuration

4. Move down to the next cell (RP1 Address). This cell controls the DNP3.0 address of the IED.
Up to 32 IEDs can be connected to one spur, therefore it is necessary for each IED to have a
unique address so that messages from the master control station are accepted by only one
IED. DNP3.0 uses a decimal number between 1 and 65519 for the IED address. Itis
important that no two IEDs have the same address.

COMMUNICATIONS
RP1 Address

1

5. Move down to the next cell (RP1 Baud Rate). This cell controls the baud rate to be used. Six
baud rates are supported by the IED 1200bits/s, 2400bits/s, 4800bits/s, 9600bits/s,
19200bits/s and 38400bits/s. Make sure that the baud rate selected on the IED is the same as
that set on the master station.

COMMUNICATIONS
RP1 Baud rate
9600 bits/s

6. Move down to the next cell (RP1 Parity). This cell controls the parity format used in the data
frames. The parity can be set to be one of None, Odd or Even. Make sure that the parity
format selected on the IED is the same as that set on the master station.

COMMUNICATIONS
RP1 Parity

None

7. If the optional fibre optic connectors are fitted, the RP1 PhysicalLink cell is visible. This cell
controls the physical media used for the communication (Copper or Fibre optic).

COMMUNICATIONS
RP1 PhysicalLink
Copper

8. Move down to the next cell (RP1 Time Sync). This cell sets the time synchronization request
from the master by the IED. It can be set to enabled or disabled. If enabled it allows the
DNP3.0 master to synchronize the time.

COMMUNICATIONS
RP1 Time sync
Enabled

6.3 IEC 60870-5-103 Configuration

To use the rear port with IEC 60870-5-103, you can configure the settings using the HMI panel.
IEC 60870-5-103 can be used with either a copper connection or a fibre connection.

The device operates as a slave in the system, responding to commands from a master station.

1. Select the CONFIGURATION column and check that the Comms settings cell is set to
Visible.

2. Select the COMMUNICATIONS column.
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Move to the first cell down (RP1 protocol). This is a non settable cell, which shows the chosen
communication protocol — in this case IEC 60870-5-103.

COMMUNICATIONS
RP1 Protocol
IEC 60870-5-103

Move down to the next cell (RP1 Address). This cell controls the IEC 60870-5-103 address of
the IED. Up to 32 IEDs can be connected to one spur. It is therefore necessary for each IED to
have a unigue address so that messages from the master control station are accepted by one
IED only. IEC 60870-5-103 uses an integer number between 0 and 254 for the IED address.
It is important that no two IEDs have the same IEC 60870 5 103 address. The IEC 60870-5-
103 address is then used by the master station to communicate with the IED.

COMMUNICATIONS
RP1 address

162

Move down to the next cell (RP1 Baud Rate). This cell controls the baud rate to be used. Two
baud rates are supported by the IED, ‘9600 bits/s’ and ‘19200 bits/s’. Make sure that the baud
rate selected on the IED is the same as that set on the master station.

COMMUNICATIONS
RP1 Baud rate
9600 bits/s

Move down to the next cell (RP1 Meas. period). The next cell down controls the period
between IEC 60870-5-103 measurements. The IEC 60870-5-103 protocol allows the IED to
supply measurements at regular intervals. The interval between measurements is controlled
by this cell, and can be set between 1 and 60 seconds.

COMMUNICATIONS
RP1 Meas. Period
30.00 s

If the optional fibre optic connectors
controls the physical media used for

COMMUNICATIONS
RP1 PhysicalLink
Copper

are fitted, the RP1 PhysicalLink cell is visible. This cell
the communication (Copper or Fibre optic).

The next cell down can be used for monitor or command blocking.
COMMUNICATIONS
RP1 CS103Bl1cking
Disabled
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9. There are three settings associated with this cell; these are:

Setting: Description:

Disabled No blocking selected.

When the monitor blocking DDB Signal is active high, either by energizing an opto
input or control input, reading of the status information and disturbance records is
not permitted. When in this mode the device returns a “Termination of general
interrogation” message to the master station.

Monitor Blocking

When the command blocking DDB signal is active high, either by energizing an
opto input or control input, all remote commands will be ignored (i.e. CB
Trip/Close, change setting group etc.). When in this mode the device returns a
“negative acknowledgement of command” message to the master station.

Command Blocking

6.4

IEC 61850 Configuration

The only IEC 61850 configuration changes you can make with the HMI panel is to turn GOOSE on or
off.

6.5

DNP3.0 configuration using MiCOM S1 Studio

A PC support package for DNP3.0 is available as part of MICOM S1 Agile to allow configuration of the
device's DNP3.0 response. The configuration data is uploaded from the device to the PC in a block of
compressed format data and downloaded in a similar manner after modification. The new DNP3.0
configuration takes effect after the download is complete. To restore the default configuration at any
time, from the CONFIGURATION column, select the Restore Defaults cell then select 'All Settings'.

In MiCOM S1 Agile, the DNP3.0 data is shown in three main folders, one folder each for the point
configuration, integer scaling and default variation (data format). The point configuration also includes
screens for binary inputs, binary outputs, counters and analogue input configuration.

6.6

IEC 61850 configuration

You cannot configure the device for IEC 61850 using the HMI panel on the product. For this you must
use the IED Configurator.

IEC 61850 allows IEDs to be directly configured from a configuration file. The IED’s system
configuration capabilities are determined from an IED Capability Description file (ICD), supplied with
the product. By using ICD files from the products to be installed, you can design, configure and even
test (using simulation tools), a substation’s entire protection scheme before the products are even
installed into the substation.

To help with this process, MiCOM S1 Agile provides an IED Configurator tool, which allows the pre-
configured IEC 61850 configuration file to be imported and transferred to the IED. As well as this, you
can manually create configuration files for MiCOM IEDs, based on their original IED capability
description (ICD file).

Other features include:

e The extraction of configuration data for viewing and editing.

e A sophisticated error checking sequence to validate the configuration data before sending to the
IED.

Note: To help the user, some configuration data is available in the IED CONFIGURATOR column,

allowing read-only access to basic configuration data.
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6.6.1

6.6.2

IEC 61850 Configuration banks

To help version management and minimize down-time during system upgrades and maintenance, the
MiCOM IEDs have incorporated a mechanism consisting of multiple configuration banks. These
configuration banks fall into two categories:

e Active Configuration Bank

¢ Inactive Configuration Bank

Any new configuration sent to the IED is automatically stored in the inactive configuration bank,
therefore not immediately affecting the current configuration.

When the upgrade or maintenance stage is complete, the IED Configurator tool can be used to
transmit a command, which authorizes activation of the new configuration contained in the inactive
configuration bank. This is done by switching the active and inactive configuration banks. The
capability of switching the configuration banks is also available using the IED CONFIGURATOR
column of the HMI.

The SCL Name and Revision attributes of both configuration banks are also available in the IED
CONFIGURATOR column of the HMI.

IEC 61850 Network connectivity

Configuration of the IP parameters and SNTP time synchronization parameters is performed by the
IED Configurator tool. If these parameters are not available using an SCL file, they must be configured
manually.

As the IP addressing will be completely detached and independent from any public network, it is up to
the company’s system administrator to establish the IP addressing strategy. Every IP address on the
network must be unique. This applies to all devices on the network. Duplicate IP addresses will result
in conflict and must be avoided. The IED will check for a conflict on every IP configuration change and
at power up. An alarm will be raised if an IP conflict is detected.

The IED can be configured to accept data from other networks using the Gateway setting. If multiple
networks are used, the IP addresses must be unique across networks.
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SETTINGS AND RECORDS

CHAPTER 6

P44T-EN-TM-D 6-1



6 Settings and Records MiCOM P40 Agile P44T

6-2 P44T-EN-TM-D



MiCOM P40 Agile P44T

6 Settings and Records

1 OVERVIEW

The product is an intelligent electronic device (IED) that must be configured to the system and

application using appropriate settings. The IED is supplied preconfigured with factory default settings,

but you need to set the parameters according to your application. The IED also supplies

measurements of system parameters, which are not settable.

This chapter contains tables and descriptions of all the unit’s settings and measurement parameters.
It consists of the following sections:

1

2
2.1
2.2
2.3

3.1
3.2
3.3
3.4
3.5
3.6
3.7
3.8
3.9
3.10
3.11
3.12
3.13
3.14
3.15
3.16
3.17
3.18
3.19
3.20
3.21
3.22
3.23
3.24
3.25
3.26
3.27
3.28

4.1
4.2
4.3

Overview

Settings Descriptions

Setting Categories

Menu Structure

Rationalizing the Unit Configuration

Control and support settings
Setting and Viewing System Data

Viewing Event and Fault Records
Measurements 1

Measurements 2

Measurements 4

Circuit Breaker Condition Monitoring
Circuit Breaker Control

Date and Time

Configuration

CT and VT Ratios

Record Control

Disturbance Recorder Settings (Oscillography)
Measurement Setup

Communications Settings

Commissioning Tests

Circuit Breaker Condition Monitor Setup
Opto-input Configuration

Control Inputs

Control Input Configuration

Serial InterMiCOM Communications

Serial InterMiCOM Configuration

Function Keys

IED CONFIGURATOR - IEC 61850 Configuration
PROT.COMMS/IM64 - Fibre Teleprotection
Cyber Security Configuration

Control Input Labels

PSL Data

User Curves Data

Protection GROUP settings
Line Parameters

Distance Setup
Distance Elements

P44T-EN-TM-D

6-3



6 Settings and Records

MiCOM P40 Agile P44T

4.4
45
4.6
47
4.8
4.9
4.10
4.11
4.12
4.13
4.14
4.15
4.16

Defrost Protection

Scheme Logic (Basic and Aided Scheme Logic)
Phase Overcurrent Protection

Panto Flash Over

Thermal Overload

High Impedance Delta

Voltage Protection

Circuit Breaker Fail and Pole Dead Detection Function
Supervision

System Checks (Check Sync. Function)
Auto-Reclose Function

Input Labels

Output Labels
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2 SETTINGS DESCRIPTIONS
2.1 Setting Categories
Due to the complex functionality of the unit, it contains a large number of settings, which can be
configured using the buttons and the liquid crystal display (LCD) on the front panel of the unit, or by
the supplied application software, which can be accessed by connecting the unitto a PC. These
settings are arranged in a hierarchical menu structure.
There are two categories of menu settings relevant to the user:
e Control and Support Settings
e Protection Group Settings
Wit the exception of the Disturbance Recorder, Control and Support settings are stored and used by
the unit immediately after they are entered.
For Protection Group Settings and the Disturbance Recorder, the IED stores the new setting values in
a temporary ‘scratchpad’ memory. Once the new settings have been confirmed, the device activates
all the new settings together. This provides extra security so that several setting changes, made in a
group of protection settings, all take effect at the same time.
2.2 Menu Structure

Settings, commands, records and measurements are stored inside the unit in non-volatile memory in a
local database. When using the Human Machine Interface (HMI) it is convenient to visualize the menu
navigation system as a table. Each item in the menu is known as a cell, which is accessed by
reference to a column and row address. Each column and row is assigned a 2-digit hexadecimal
numbers, resulting in a unique 4-digit cell address for every cell in the database. The main menu
groups are allocated columns and the items within the groups are allocated rows, meaning a particular
item within a particular group is a cell.

Each column contains all related items, for example all of the disturbance recorder settings and
records are in the same column.

There are three types of cell:

e Settings: This is for parameters that can be set to different values
e Commands: This is for commands to be executed

e Data: this is for measurements and records to be viewed, which are not settable

I Note: Sometimes the term "Setting" is used generically to describe all of the three types I

Table 1 provides an example of the menu structure.

SYSTEM DATA (Col 00) VIEW RECORDS (Col 01) MEASUREMENTS 1 (Col 02)
Language (Row 01) "Select Event [0...n]" (Row 01) Icat Magnitude (Row 01)
Password (Row 02) Menu Cell Ref (Row 02) Icat Phase Angle (Row 02)

Sys Fn Links Row 03) Time & Date (Row 03) Ifdr Magnitude (Row 03)

Table 1: Menu structure
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It is more convenient to specify all the settings in a single column, detailing the complete Courier
address for each setting. The above table may therefore be represented as follows:

Setting Column Row Description
SYSTEM DATA 00 00 First Column definition
Language (Row 01) 00 01 First setting within first column
Password (Row 02) 00 02 Second setting within first column
Sys Fn Links Row 03) 00 03 Third setting within first column
VIEW RECORDS 01 00 Second Column definition
Select Event [0...n] 01 01 First setting within second column
Menu Cell Ref 01 02 Second setting within second column
Time & Date 01 03 Third setting within second column
MEASUREMENTS 1 02 00 Third Column definition
Icat Magnitude 02 01 First setting within third column
Icat Phase Angle 02 02 Second setting within third column
Ifdr Magnitude 02 03 Third setting within third column

Table 2: Settings table example

The first three column headers are common throughout the entire Px40 series. However the rows
within each of these column headers may differ according to the product type. Many of the column
headers are the same for all products within the Px40 series. However, there is no guarantee that the
addresses will be the same for a particular column header. Therefore you should always refer to the
product documentation and not make any assumptions

2.3

Rationalizing the Unit Configuration

The unit is a multi-function device that supports numerous different protection, control and
communication features. To simplify the setting of the unit, there is a CONFIGURATION settings
column, which can be used to enable or disable many of the unit’s functions. The settings associated
with any disabled function do not appear in the menu. To disable a function, you change the relevant
cell in the CONFIGURATION column from Enabled to Disabled.

The CONFIGURATION column controls which of the four protection settings groups is selected as
active through the Active Settings cell. A protection setting group can also be disabled in the
configuration column, provided it is not the present active group. Similarly, a disabled setting group
cannot be set as the active group.

It is possible to copy the contents of one of the setting groups to that of another group. To do this, set
the Copy from cell to the setting group to be copied then set the Copy to cell to the protection group
where the copy is to be placed. The copied settings are initially placed in the temporary scratchpad
and are only used after they have been confirmed.

6-6
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3 CONTROL AND SUPPORT SETTINGS

These settings are used to configure the control and support features that do not need to adapt
according to changing system conditions. These settings are part of the main menu and are used to
configure the global configuration. This category of settings includes the following Courier columns:

Column Header Column No.
SYSTEM DATA 00
VIEW RECORDS 01
MEASUREMENTS 1 02
MEASUREMENTS 2 03
MEASUREMENTS 3 04
MEASUREMENTS 4 05
CB CONDITION 06
CB CONTROL 07
DATE AND TIME 08
CONFIGURATION 09
CT AND VT RATIOS 0A
RECORD CONTROL 0B
DISTURB RECORDER oc
MEASURE'T SETUP oD
COMMUNICATIONS OE
COMMISSION TESTS OF
CB MONITOR SETUP 10
OPTO CONFIG 11
CONTROL INPUTS 12
CTRL I/P CONFIG 13
INTERMICOM COMMS 15
INTERMICOM CONF 16
FUNCTION KEYS 17
IED CONFIGURATOR 19
PROT COMMS/ IM64 20
SECURITY CONFIG 25
CTRL I/P LABELS 29
PSL DATA B7
USER CURVES DATA B8

Table 3: Control and support settings columns
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3.1 Setting and Viewing System Data
The SYSTEM DATA column provides general system settings and status information.
MENUTEXT  Col  Row | Default Setting | Available Setting
Description
SYSTEM DATA 0o o o |

This column contains general system settings

Language ‘ 0 ‘ 1 ‘ English ‘ 0 = English, 1 = Francais, 2 = Deutsch, 3 = Espanol

Sets the required language to be used by the device

Password o 2 o | ASCII 3310 122

Plain text password entry cell

Bit 0 = Trip led self reset (1 = enable self reset), Bit 1 =
Not Used, Bit 2 = Not Used, Bit 3 = Not Used, Bit4 =

Sys Fn Links o |3 0 Not Used, Bit 5 = Not Used, Bit 6 = Not Used or Bit7 =
Not Used

Setting to allow the fixed function trip LED to be self resetting (set to 1 to extinguish the LED after a period of healthy restoration of load current).

Description 0 |4  MICOMho P44T 13210163 step 1

Editable 16 character description of the unit

Plant Reference ‘ 0 ‘ 5 ‘ MiCOM ‘ 3210 163 step 1

Editable 16 character plant description

Model Number ‘ 0 ‘ 6 ‘ Model Number ‘ <Model number>

Displays the model number

Serial Number ‘ 0 ‘ 8 ‘ Serial Number ‘ <Serial number>

Displays the serial number

Frequency ‘ 0 ‘ 9 ‘ 50 ‘ 50 to 60 step 10

Sets the nominal system frequency

Comms Level ‘ 0 ‘ 0A ‘ 1 ‘ <conformance level displayed>

Displays the conformance of the IED to the Courier Level 2 comms.

Relay Address 0 B |25 0t0.255 step 1

Sets the first rear port IED address.

Plant Status o loc o | 16-bit binary flag

Displays the circuit breaker plant status.

Control Status ‘ 0 ‘ 0D ‘ 0 ‘ Not used

Not used

Active Group ‘ 0 ‘ OE ‘ 1 ‘ lto4stepl

Displays the active settings group

CB Trip/Close ‘ 0 ‘ 10 ‘ No Operation ‘ 0 = No Operation, 1 = Trip, 2 = Close
Supports trip and close commands if enabled in the Circuit Breaker Control menu. Visible to LCD+Front Port

CB Trip/Close ‘ 0 ‘ 10 ‘ No Operation ‘ 0 = No Operation, 1 = Trip, 2 = Close
Supports trip and close commands if enabled in the Circuit Breaker Control menu. Visible to Rear Port

Software Ref. 1 ‘ 0 ‘ 11 ‘ 0 ‘ <Software Ref. 1>

Displays the IED software version including protocol and IED model.

Software Ref. 2 o |12 o | <Software Ref. 2>

Displays the software version of the Ethernet card

Opto I/P Status ‘ 0 ‘ 20 ‘ 0 ‘ 32-bit binary flag: 0 = energized, 1 = de-energized

Displays the status of all available opto inputs fitted.
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MENUTEXT  Col Row |

Default Setting

Available Setting

Description

Relay O/P Status 0

21

0

32-hit binary flag: 0 = operated state 1 = non-operated

state

Displays the status of all available output relays fitted.

Alarm Status 0

22

0=Setting Group via opto invalid,
1=Test Mode Enabled,

2=Static Test Mode,

3=Loop Back Test Enabled,
4=IM64 Test Enabled,

5=VTS Indication,

6=MF out of Range,

7=WPC config wrong,

8=Train T conf. wr,
9=PantoFlash alarm,

10=CB Fail Alarm

11=CB Monitor Alarm,

12=CB Lockout Alarm ,

13=CB Status Alarm,

14=CB Failed to Trip,

15=CB Failed to Close,
16=Control CB Unhealthy,
17=Control No Checksync,
18=Autoclose Lockout/RLY BAR,
19=No Healthy (AR),

20=No Check Sync / AR Fall,
21=System Split Alarm,
22=GPS Alarm,

23=Signaling failure alarm,
24=Signaling Propagation Delay Alarm,
25=Unused,

26=IM64 Scheme Fail alarm,
27=|EEE C37.94 Communications Alarms,
28=Unused,

29=Aid1 Channel Out,

30=Aid2 Channel Out,
31=Frequency out of range

Displays the status of the first 32 alarms as a binary string. Includes fixed and user settable alarms. Data type G96
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MENUTEXT  Col  Row | Default Setting Available Setting
Description

0=Setting Group via opto invalid,
1=Test Mode Enabled,

2=Static Test Mode,

3=Loop Back Test Enabled,
4=IM64 Test Enabled,

5=VTS Indication,

6=MF out of Range,

T7=WPC config wrong,

8=Train T conf. wr,
9=PantoFlash alarm,

10=CB Fail Alarm,

11=CB Monitor Alarm,

12=CB Lockout Alarm ,

13=CB Status Alarm,

14=CB Failed to Trip,

Alarm Status 15=CB Failed to Close,

(Copy of 0022) 16=Control CB Unhealthy,
17=Control No Checksync,
18=Autoclose Lockout/RLY BAR,
19=No Healthy (AR),

20=No Check Sync / AR Fall,
21=System Split Alarm,
22=GPS Alarm,

23=Signaling failure alarm,
24=Signaling Propagation Delay Alarm,
25=Unused,

26=IM64 Scheme Fail alarm,
27=IEEE C37.94 Communications Alarms,
28=Unused,

29=Aid1 Channel Out,

30=Aid2 Channel Out,
31=Frequency out of range

32 hit field gives status of first 32 alarms. Includes fixed and user settable alarms.
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MENU TEXT

‘ Col ‘Row‘

Default Setting

Available Setting

Description

Alarm Status 2 0 51

0=Unused,

1=Unused,

2=Unused,

3=Unused,

4=Unused,

5=Unused,

6=Unused,

7=Control No Checksync,
8=Autoclose Lockout/RLY BAR,
9=No Healthy (AR),

10=No Check Sync / AR Fall,
11=Invalid AR Mode,
12=Incompatible relays,
13=In Valid Message Format,
14=Copro Main Prot. Falil,
15=Configuration Error,
16=Re-Configuration Error,
17=Unused,

18=Max Prop Delay Alarm,
19=Unused,

20=Unused,

21=Unused,

22=Unused,

23=Unused,

24=SR User Alarm 1,
25=SR User Alarm 2,
26=SR User Alarm 3,
27=SR User Alarm 4,
28=MR User Alarm 5,
29=MR User Alarm 6,
30=MR User Alarm 7,
31=MR User Alarm 8

Displays the status of the next 32 alarms as a

hinary string. Data type G128

Alarm Status 3 0 52

0=Battery Falil,
1=Field Volt Fall,
2=Rear Comm 2 Fail,
3=GOOSE IED Absent,
4=NIC Not Fitted,
5=NIC No Response,
6=NIC Fatal Error,
7=NIC Soft. Reload,
8=Bad TCP/IP Cfg.,
9=Bad OSI Config.,
10=NIC Link Fail,
11=NIC SW Mis-Match,
12=IP Addr Conflict,
13=IM Loopback,
14=IM Message Falil,
15=IM Data CD Fall,
16=IM Channel Fail,
17=Backup Setting,
18=Unused,
19=Backup Curve,
20 to 31= Unused

Displays the status of the next 32 alarms as a

hinary string. Data type G228
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MENUTEXT  Col  Row | Default Setting Available Setting
Description

0= Read Some, 1 = Read All, 2 = Read All + Write

Access L evel v b v Some, 3 = Read All + Write All

Displays the current access level.

Level 0 - No password required - Read access to Security features, Model Number, Serial Number, S/W version, Description, Plant reference, Security
code (Ul Only), Encryption key (Ul Only), User Banner and security related cells (BF12 - BF14).

Level 1 - Password 1, 2 or 3 required - Read access to all data and settings. Write access to Primary/Secondary selector, Level 1 password setting,
Password reset cell and log extraction cells (record selector)

Level 2 - Password 2 or 3 required - Read access to all data and settings. Write access to Reset demands and counters and Level 2 password setting.
Level 3 - Password 3 required - Read access to all data and settings. Write access to All settings including Level 3 password setting, PSL, IED Config,
Security settings (port disabling etc)

Password Level 1 o ;2 o |ASCII 3310 122
Allows user to change password level 1. (8 characters)

Password Level 2 0 D3 A | ASCII 330 122
Allows user to change password level 2. (8 characters)

Password Level 3 0 D4 amA | ASCII 3310 122
Allows user to change password level 3. (8 characters)

Security Feature ‘ 0 ‘ DF ‘ 1 ‘ 1

Displays the level of cyber security implemented, 1 = phase 1.

Password R | ASCII 3310 122
Encrypted password entry cell. Not visible via Ul

Password Level 1 o B2 o |ASCII 3310 122

Allows user to change Encrypted password level 1. (8 characters)
Not visible via Ul

Password Level 2 o B o | ASCII 330 122

Allows user to change Encrypted password level 2. (8 characters)
Not visible via Ul

Password Level 3 o B4 o | ASCII 3310 122

Allows user to change Encrypted password level 3. (8 characters)
Not visible via Ul

Table 4: SYSTEM DATA column

3.2 Viewing Event and Fault Records

The device records and time tags events (1024) and stores them in battery-backed memory. This lets
you establish the sequence of events that occurred following a particular power system condition,
switching sequence etc. When the available space is exhausted, the oldest event is automatically
overwritten by the new one.

The VIEW RECORDS column displays details of these Event, Fault and Maintenance records. Most of
the items in this column are for information purposes and cannot be set, however there are settings,
which allow you to select the records to be viewed.

MENUTEXT  Col | Row Default Setting | Available Setting
Description
VEWRECORDS |1 [0 |0 |
This column contains record configuration

Select Event

[0...n] 1 1 0 0t0 1023 step 1

This selects the required event record. A value of 0 corresponds to the latest event and so on.
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MENUTEXT  Col | Row Default Setting | Available Setting
Description
Menu Cell Ref ‘ 1 ‘ 2 ‘ (From Record) ‘
Indicates the type of event
Time & Date ‘ 1 ‘ 3 ‘ (From Record) ‘

Time & Date Stamp for the event given by the internal Real Time Clock.

Event Text

1

4

Up to 32 Character description of the Event (refer to following sections).

Event Value

1

50

Up to 32 Bit Binary Flag or integer representative of the Event (refer to following sections).

Select Fault
[0..] 1 6 0 Oto 14 stepl
Setting range from 0 to 14. This selects the required fault record from the possible 15 that may be stored. A value of 0 corresponds to the latest fault and
soon.

0x0001 = Start CAT, 0x0002 = Start FDR, 0x0004 =
Faulted Phase 1 7 0 Unused, 0x0008 = Start GND, 0x0010 = Trip CAT, 0x0020

= Trip FDR, 0x0040 = Unused, 0x0080 = Trip GND

Displays the faulted phase. Started

phases + tripped phases

Start Elements 1

0x0000,0x0001=General Start,
0x0000,0x0002=Start Def,
0x0000,0x0004=Start Z1,
0x0000,0x0008=Start Z2,
0x0000,0x0010=Start Z3,
0x0000,0x0020=Start ZP,
0x0000,0x0040=Start Z4,
0x0000,0x0080=Start I>1,
0x0000,0x0100=Start I>2,
0x0000,0x0200=Start I>3,
0x0000,0x0400=Start 1>4,
0x0000,0x0800=Unused,
0x0000,0x1000=Unused,
0x0000,0x2000=Unused,
0x0000,0x4000=Unused,
0x0000,0x8000=Unused,
0x0001,0x0000=Unused,
0x0002,0x0000=Unused,
0x0004,0x0000=Unused,
0x0008,0x0000=Thermal Alarm,
0x0010,0x0000=Unused,
0x0020,0x0000=Unused,
0x0040,0x0000=Panto F.Start,
0x0080,0x0000=Unused,
0x0100,0x0000=Unused,
0x0200,0x0000=Unused,
0x0400,0x0000=Unused,
0x0800,0x0000=Unused,
0x1000,0x0000=Unused,
0x2000,0x0000=Unused,
0x4000,0x0000=Unused,

0x8000,0x0000=Unused,

Displays the status of the first 32 start signals.
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MENUTEXT  Col  Row |

Default Setting

Available Setting

Description

Start Elements 2 1 9 0

0x0000,0x0001=Start V<1,
0x0000,0x0002=Start V<2,
0x0000,0x0004=Start V<Cat,
0x0000,0x0008=Start V<Fdr,
0x0000,0x0010=Unused,
0x0000,0x0020=Start V>1,
0x0000,0x0040=Start V>2,
0x0000,0x0080=Start \/>Cat,
0x0000,0x0100=Start V>Fdr,
0x0000,0x0200=Unused,
0x0000,0x0400=Unused,
0x0000,0x0800=Unused,
0x0000,0x1000=Unused,
0x0000,0x2000=Unused,

Displays the status of the second 32 start signa

S.

Trip Elements(1) 1 0A 0

0x0000,0x0001=Any Trip,
0x0000,0x0002=Trip Def,
0x0000,0x0004=Unused,
0x0000,0x0008=PIT,
0x0000,0x0010=Trip Z1,
0x0000,0x0020=Trip Z2,
0x0000,0x0040=Trip Z3,
0x0000,0x0080=Trip ZP,
0x0000,0x0100=Trip Z4,
0x0000,0x0200=Aid 1 Dist Trip,
0x0000,0x0400=Unused,
0x0000,0x0800=Unused,
0x0000,0x1000=Aided 1 WI,
0x0000,0x2000=Aid 2 Dist Trip,
0x0000,0x4000=Unused,
0x0000,0x8000=Unused,
0x0001,0x0000=Aided 2 WI,
0x0002,0x0000=TOR,
0x0004,0x0000=SOTF,
0x0008,0x0000=Unused,
0x0010,0x0000=Unused,
0x0020,0x0000=Unused,
0x0040,0x0000=Unused,
0x0080,0x0000=Unused,
0x0100,0x0000=Unused,
0x0200,0x0000=Unused,
0x0400,0x0000=Unused,
0x0800,0x0000=Unused,
0x1000,0x0000=Unused,
0x2000,0x0000=Unused,
0x4000,0x0000=Unused,
0x8000,0x0000=Unused,

Displays the status of the first 32 trip signals.
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MENUTEXT  Col  Row |

Default Setting

Available Setting

Description

Trip Elements(2) 1 0B 0

0x0000,0x0001=Trip I>1,
0x0000,0x0002=Trip 1>2,
0x0000,0x0004=Trip 1>3,
0x0000,0x0008=Trip 1>4,
0x0000,0x0010=Unused,
0x0000,0x0020=Unused,
0x0000,0x0040=Unused,
0x0000,0x0080=Unused,
0x0000,0x0100=Unused,
0x0000,0x0200=Unused,
0x0000,0x0400=Unused,
0x0000,0x0800=Unused,
0x0000,0x1000=Unused,
0x0000,0x2000=Trip Thermal,
0x0000,0x4000=Unused,
0x0000,0x8000=Unused,
0x0001,0x0000=Unused,
0x0002,0x0000=Trip V< 1,
0x0004,0x0000=Trip V< 2,
0x0008,0x0000=Trip V< CAT,
0x0010,0x0000=Trip V< FDR,
0x0020,0x0000=Unused,
0x0040,0x0000=Trip V> 1,
0x0080,0x0000=Trip V> 2,
0x0100,0x0000=Trip V> CAT,
0x0200,0x0000=Trip V> FDR,
0x0400,0x0000=Unused,
0x0800,0x0000=Unused,
0x1000,0x0000=Unused,
0x2000,0x0000=Unused,
0x4000,0x0000=Unused,
0x8000,0x0000=Unused

Displays the status of the second 32 trip signals.

Fault Alarms 1 0C 0

0x0000,0x0001=CB Fail 1,
0x0000,0x0002=CB Fail 2,
0x0000,0x0004=A/R Trip 1,
0x0000,0x0008=A/R Trip 2,
0x0000,0x0010=A/R Trip 3,
0x0000,0x0020=A/R Trip 4,
0x0000,0x0040=A/R Trip 5,
0x0000,0x0080=VTS,
0x0000,0x0100=Unused,
0x0000,0x0200=Unused,
0x0000,0x0400=Unused,
0x0000,0x0800=Unused,
0x0000,0x1000=Unused,
0x0000,0x2000=Unused,

Displays the status of the fault alarm signals.

Fault Time R
Displays fault time and date.
Active Group ‘ 1 ‘ 0E ‘ 0

Displays active setting group

System Frequency ‘ 1 ‘ OF ‘ 0

Displays the system frequency

Fault Duration ‘ 1 ‘ 10 ‘ 0

Displays time from the start or trip until the undercurrent elements indicate the CB is open
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MENUTEXT  Col = Row |

Default Setting

Available Setting

Description

CB Operate Time ‘ 1 ‘ 11 ‘ 0

Displays time from protection trip to undercurrent elements indicating the CB is open

Relay Trip Time ‘ 1 ‘ 12 ‘ 0
Displays time from protection start to protection trip
Fault Location ‘ 1 ‘ 13 ‘ 0
Displays fault location in metres.

Fault Location ‘ 1 ‘ 14 ‘ 0
Displays fault location in miles.

Fault Location ‘ 1 ‘ 15 ‘ 0
Displays fault location in ohms.

Fault Location ‘ 1 ‘ 16 ‘ 0

Displays fault location in percentage.

Start Elements 3 1 1A 0

0x0000,0x0001 = Unused,
0x0000,0x0002 = Unused,
0x0000,0x0004 = Unused,
0x0000,0x0008 = Unused,
0x0000,0x0010 = Unused,
0x0000,0x0020 = Unused,

Displays the status of the third 32 start signals.

Trip Elements(3) 1 1C 0

0x0000,0x0001 = Unused,
0x0000,0x0002 = Unused,
0x0000,0x0004 = Unused,
0x0000,0x0008 = Unused,
0x0000,0x0010 = Unused,

Displays the status of the third 32 trip signals.

Icat Prefault Mag ‘ 1 ‘ 20 ‘ 0
Measured parameter
Icat Prefault Ang ‘ 1 ‘ 21 ‘ 0
Measured parameter
Ifdr Prefault Mag ‘ 1 ‘ 22 ‘ 0
Measured parameter
Ifdr Prefault Ang ‘ 1 ‘ 23 ‘ 0
Measured parameter
Idef Prefault Mag ‘ 1 ‘ 26 ‘ 0
Measured parameter
Idef Prefault Ang ‘ 1 ‘ 27 ‘ 0
Measured parameter
Vcat Prefault Mag ‘ 1 ‘ 30 ‘ 0
Measured parameter
Vcat Prefault Ang ‘ 1 ‘ 31 ‘ 0
Measured parameter
Vidr Prefault Mag 1 |2 o
Measured parameter
Vfdr Prefault Ang ‘ 1 ‘ 33 ‘ 0
Measured parameter
Icat Fault Mag ‘ 1 ‘ 40 ‘ 0
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MENUTEXT  Col  Row | Default Setting Available Setting
Description

Measured parameter

lcat Fault Ang 1 & o
Measured parameter

dr Fault Mag 1 |2 o
Measured parameter

fdr Fault Ang 1 8 o
Measured parameter

Idef Fault Mag 1 s o
Measured parameter

Idef Fault Ang 1 e o
Measured parameter

Vcat Fault Mag ‘ 1 ‘ 50 ‘ 0
Measured parameter

Vcat Fault Ang ‘ 1 ‘ 51 ‘ 0
Measured parameter

Vidr Fault Mag 1 ;2 o
Measured parameter

Vidr Fault Ang 1 [ o
Measured parameter

\def Diff 1 s o
Measured parameter

Idef Bias 1 s |0
Measured parameter

IA Differential ‘ 1 ‘ 67 ‘ 0
Measured parameter

IA Bias 1 | o
Measured parameter

Ch 1 Prop Delay ‘ 1 ‘ 73 ‘ 0
Measured parameter

Ch 2 Prop Delay ‘ 1 ‘ 74 ‘ 0
Measured parameter

[S(fllic]t zail 1 FO 0 0to9step 1

This selects the required maintenance report from those stored. A value of 0 corresponds to the latest report and so on.

Maint Text 1 | o |

Up to 16 Character description of the occurrence (refer to following sections).

Maint Type 1 R o |

These cells are numbers representative of the occurrence. They form a specific error code which should be quoted in any related correspondence to
Report Data.

Maint Data ‘ 1 ‘ F3 ‘ 0 ‘

These cells are numbers representative of the occurrence. They form a specific error code which should be quoted in any related correspondence to
Report Data.

Evt Iface Source ‘ 1 ‘ FA ‘ 0 ‘ 0

Interface on which the event was logged
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MENUTEXT  Col | Row Default Setting | Available Setting
Description
Evt Access Level ‘1 ‘FB ‘0 ‘0

Any security event that indicates that it came from an interface action, such as disabling a port, will also record the access level of the interface that initiated
the event. This will be recorded in the ‘Event State’ field of the event.

Evt Extra Info 1 |k o 0
This cell provides supporting information for the event and can vary between the different event types.
Evt Unique Id 1 [FE o 0

Each event will have a unique event id. The event id is a 32 bit unsigned integer that is incremented for each new event record and is stored in the record
in battery-backed memory (BBRAM). The current event id must be non-volatile so as to preserve it during power cycles, thus it too will be stored in
BBRAM. The event id will wrap back to zero when it reaches its maximum (4,294,967,295). The event id will be used by PC based utilities when organising
extracted logs from IED's.

Reset Indication ‘ 1 ‘ FF ‘ No ‘ 0=Noor 1=Yes
This serves to reset the trip LED indications provided that the relevant protection element has reset.

Table 5: VIEW RECORDS column

3.3 Measurements 1

The MEASUREMENTS 1 column lets you view the measurement quantities. These may include
various Magnitudes, Phase Angles, RMS values and Frequencies.

MENU TEXT ‘ Col ‘ Row ‘ Default Setting ‘ Available Setting
Description

MEASUREMENTS 1 2 o o |
This column contains measurement parameters
Icat Magnitude ‘ 2 ‘ 1 ‘ 0 ‘ Not Settable
Icat Magnitude
Icat Phase Angle ‘ 2 ‘ 2 ‘ 0 ‘ Not Settable
Icat Phase Angle
Ifdr Magnitude ‘ 2 ‘ 3 ‘ 0 ‘ Not Settable
Ifdr Magnitude
Ifdr Phase Angle ‘ 2 ‘ 4 ‘ 0 ‘ Not Settable
Ifdr Phase Angle
IN Derived Mag 2 |7 o | Not Settable
IN Derived Mag
IN Derived Angle ‘ 2 ‘ 8 ‘ 0 ‘ Not Settable
IN Derived Angle
Idef Magnitude ‘ 2 ‘ €) ‘ 0 ‘ Not Settable
Idef Magnitude
Idef Phase Angle ‘ 2 ‘ 0A ‘ 0 ‘ Not Settable
lidef Phase Angle
Icat RMS 2 10 |0 ' Not Settable
Icat RMS
fidr RMS 2 1 o | Not Settable
Ifdr RMS
Vcat-fdr Magnitude ‘ 2 ‘ 14 ‘ 0 ‘ Not Settable
Vcat-fdr Magnitude
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MENUTEXT | Col Row Default Setting | Available Setting
Description

Vcat-fdr Phase Angle ‘ 2 ‘ 15 ‘ 0 ‘ Not Settable
Vcat-fdr Phase Angle
Vcat Magnitude ‘ 2 ‘ 1A ‘ 0 ‘ Not Settable
Vcat Magnitude
Vcat Phase Angle ‘ 2 ‘ 1B ‘ 0 ‘ Not Settable
Vcat Phase Angle
Vfdr Magnitude ‘ 2 ‘ 1C ‘ 0 ‘ Not Settable
Vfdr Magnitude
Vidr Phase Angle ‘ 2 ‘ 1D ‘ 0 ‘ Not Settable
Vfdr Phase Angle
Vcat RMS ‘ 2 ‘ 27 ‘ 0 ‘ Not Settable
Vcat RMS
Vidr RMS 2 2 o ' Not Settable
Vfdr RMS
Frequency ‘ 2 ‘ 2D ‘ 0 ‘ Not Settable
Frequency
CIS Voltage Mag ‘ 2 ‘ 2E ‘ 0 ‘ Not Settable
CIS Voltage Mag
CIS Voltage Ang ‘ 2 ‘ 2F ‘ 0 ‘ Not Settable
CIS Voltage Ang
CIS Bus-Line Ang ‘ 2 ‘ 30 ‘ 0 ‘ Not Settable
CIS Bus-Line Ang
Slip Frequency ‘ 2 ‘ 31 ‘ 0 ‘ Not Settable
Slip Frequency

Table 6: MEASUREMENTS 1 column

3.4 Measurements 2

The MEASUREMENTS 2 column works in a similar manner to the Measurements 1 settings, but may
provide a different choice of measurement settings.

MENU TEXT ‘ Col ‘ Row ‘ Default Setting ‘ Available Setting
Description

MEASUREMENTS2 (3 [0 |0 |
This column contains measurement parameters
Cat Phase Watts ‘ 3 ‘ 1 ‘ 0 ‘ Not Settable
Cat Phase Watts
Fdr Phase Watts ‘ 3 ‘ 2 ‘ 0 ‘ Not Settable
Fdr Phase Watts
Cat Phase VArs ‘ 3 ‘ 4 ‘ 0 ‘ Not Settable
Cat Phase VArs
Fdr Phase VArs ‘ 3 ‘ 5 ‘ 0 ‘ Not Settable
Fdr Phase VArs
Cat Phase VA 3 |7 o Not Settable
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MENUTEXT | Col  Row | Default Setting | Available Setting
Description

Cat Phase VA
Fdr Phase VA EREL Not Settable
Fdr Phase VA
Total Phase Watts ‘ 3 ‘ 0A ‘ 0 ‘ Not Settable
Total Phase Watts
Total Phase VArs ‘ 3 ‘ 0B ‘ 0 ‘ Not Settable
Total Phase VArs
Total Phase VA 3 Joc o Not Settable
Total Phase VA
Total Power Factor ‘ 3 ‘ 0E ‘ 0 ‘ Not Settable
Total Power Factor
Cat Power Factor ‘ 3 ‘ OF ‘ 0 ‘ Not Settable
Cat Power Factor
Fdr Power Factor ‘ 3 ‘ 10 ‘ 0 ‘ Not Settable
Fdr Power Factor
Total WHours Fwd ‘ 3 ‘ 12 ‘ 0 ‘ Not Settable
Total Watt - Hours (Forward)
Total WHours Rev ‘ 3 ‘ 13 ‘ 0 ‘ Not Settable
Total Watts - Hours (Reverse)
Total VArHours Fwd ‘ 3 ‘ 14 ‘ 0 ‘ Not Settable
Total VAr - Hours (Forward)
Total VArHours Rev 3 |15 o Not Settable
Total VAr - Hours (Reverse)
Total W Fix Demand ‘ 3 ‘ 16 ‘ 0 ‘ Not Settable
Total Watts - Fixed Demand
Total VArs Fix Dem 3 [ o Not Settable
Total VArs - Fixed Demand
Icat Fixed Demand ‘ 3 ‘ 18 ‘ 0 ‘ Not Settable
Icat Fixed Demand
Ifdr Fixed Demand ‘ 3 ‘ 19 ‘ 0 ‘ Not Settable
Ifdr Fixed Demand
Total W Roll Dem 3 B o Not Settable
Total Watts - Rolling Demand
Total VArs RollDem ‘ 3 ‘ 1C ‘ 0 ‘ Not Settable
Total VArs - Rolling Demand
Icat Roll Demand 3 | o Not Settable
Icat Roll Demand
Ifdr Roll Demand ‘ 3 ‘ 1E ‘ 0 ‘ Not Settable
Ifdr Roll Demand
Total W Peak Dem ‘ 3 ‘ 20 ‘ 0 ‘ Not Settable
Total Watts - Peak Demand
Total VAr Peak Dem ‘ 3 ‘ 21 ‘ 0 ‘ Not Settable

Total VArs - Peak Demand
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MENUTEXT  Col | Row Default Setting | Available Setting
Description
Icat Peak Demand ‘ 3 ‘ 22 ‘ 0 ‘ Not Settable
Icat Peak Demand
Ifdr Peak Demand ‘ 3 ‘ 23 ‘ 0 ‘ Not Settable
Ifdr Peak Demand
Reset Demand ‘ 3 ‘ 25 ‘ No ‘ 0=Noor 1=Yes
Reset Demand
Thermal State ‘ 3 ‘ 26 ‘ 0 ‘
Thermal State
Reset Thermal ‘ 3 ‘ 27 ‘ No ‘ 0=Noor 1=Yes
Reset Thermal

Table 7: MEASUREMENTS 2 column

3.5 Measurements 4

The MEASUREMENTS 4 column works in a similar manner to the Measurements 1 settings, but may

provide a different choice of measurement settings.

MENUTEXT  Col Row |

Default Setting

‘ Available Setting

Description

MEASUREMENTS4 (5 [0 |0

This column contains measurement parameters

Ch 1 Prop Delay ‘ 5 ‘ 1 ‘ 0

‘ Not Settable

0

Ch 2 Prop Delay ‘ 5 ‘ 2 ‘ 0

‘ Not Settable

0

Channel 1 Status 5 7 0

Bit 0=Unused,

Bit 1=Unused,

Bit 2=Unused,

Bit 3=Unused,

Bit 4=Mux CIk F Error,
Bit 5=Signal Lost,

Bit 6=Path Yellow,
Bit 7=Mismatch RxN,
Bit 8=Timeout,

Bit 9=Message Level,
Bit 10=Passthrough,

Channel 2 Status 5 8 0

Bit 0=Unused,

Bit 1=Unused,

Bit 2=Unused,

Bit 3=Unused,

Bit 4=Mux CIk F Error,
Bit 5=Signal Lost,

Bit 6=Path Yellow,
Bit 7=Mismatch RxN,
Bit 8=Timeout,

Bit 9=Message Level,
Bit 10=Passthrough,

0

IM64 Rx Status 5 9 0

Not Settable
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MENUTEXT  Col Row | Default Setting Available Setting
Description
0
STATISTICS 5 10 0
ZTATS RESET ON 5 11 0
(I;atefrime 5 12 0
Ocm No.Vald Mess 5 13 0
OChl No.Err Mess 5 14 0
0Ch1 No.Errored s 5 15 0
0Ch1 No.Sev Err s 5 16 0
0Ch1 No.Dgraded m 5 17 o
0Ch2 No.Vald Mess 5 18 0
0Chz No.Err Mess 5 19 0
0Chz No.Errored s 5 1A 0
0Ch2 No.Sev Err's 5 1B 0
0Chz No.Dgraded m 5 1c 0
I(\)/Iax ChiPropDelay |5 26 |0
OMax Ch2PropDely |5 (27 |0
OCIear Statistics 5 30 No 10=Noor1=Yes
Toable 8: MEASUREMENTS 4 column
3.6 Circuit Breaker Condition Monitoring

The device records statistics for each circuit breaker trip operation. The cells within the CB
CONDITION column display statistics such as the number of trips, the total amount of broken current
and the circuit breaker operate times. Most of these cells shown are counter values only, and cannot
be set. The only settings possible are those that reset the counters back to zero.

MENU TEXT

‘ Col ‘ Row‘

Default Setting

Available Setting

Description

CB CONDITION

6 o o
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MENUTEXT | Col Row Default Setting | Available Setting
Description

This column contains CB Condition Monitoring Measured Parameters
CB Cat Operations ‘ 6 ‘ 2 ‘ 0 ‘ Not Settable
Displays the total number of Cat phase trips issued by the [ED
CB Fdr Operations ‘ 6 ‘ 3 ‘ 0 ‘ Not Settable
Displays the total number of Fdr phase trips issued by the IED
Total Icat Broken ‘ 6 ‘ 5 ‘ 0 ‘ Not Settable
Displays the total fault current interrupted by the IED for the Cat phase.
Total Ifdr Broken ‘ 6 ‘ 6 ‘ 0 ‘ Not Settable
Displays the total fault current interrupted by the IED for the Fdr phase.
CB Operate Time ‘ 6 ‘ 8 ‘ 0 ‘ Not Settable
Displays the calculated CB operating time.
Reset CB Data ‘ 6 ‘ 9 ‘ No ‘ 0=Noor 1=Yes

Reset the CB condition counters.

0=I" Maint Alarm
1=1" Lockout Alarm
2=CB OPs Maint
CB Monitoring 6 10 0 3=CB OPs Lock
4=CB Time Maint
5=CB Time Lockout
6=Fault Freq Lock

Displays the status of the CB Condition monitoring alarms
Table 9: CB CONDITION column

3.7 Circuit Breaker Control

The CB CONTROL column contains settings for controlling the Circuit Breaker and monitoring its
state. It also contains various statistics relating to the autoreclose function, and settings for controlling
them and resetting from lockout conditions.

MENU TEXT ‘ Col ‘ Row ‘ Default Setting ‘ Available Setting
Description
CB CONTROL 7 0 o |
This column controls the circuit Breaker Control configuration

0 = Disabled, 1 = Local, 2 = Remote, 3 = Local+Remote,
CB Control by 7 1 Disabled 4 = Opto, 5 = Opto+local, 6 = Opto+Remote, 7 =
Opto+Rem-+local

Selects the type of circuit breaker control to be used
Close Pulse Time ‘ 7 ‘ 2 ‘ 0.5 ‘ 0.1s to 50s step 0.01s

Defines the duration of the close pulse within which CB should close when close command is issued. If CB fails to close after elapse of this time, CB close
fail alarm is set.

Trip Pulse Time 7 3 Jos 015 t0 505 step 0.01s

Defines the duration of the trip pulse within which CB should trip when manual or protection trip command is issued. If CB does not trip within set Trip Pulse
Time, CB failed to trip alarm is set.

Man Close Delay 7 s |1 0015 to 600s step 0.01s
This defines the delay time before the close pulse is executed.
CB Healthy Time ‘ 7 ‘ 6 ‘ 5 ‘ 0.01s to 9999s step 0.01s

Settable time delay for manual closure with this circuit breaker check. If the circuit breaker does not indicate a healthy condition in this time period following
a close command then the IED will lockout and alarm. CB Healthy is required for manual and auto reclosure.
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MENUTEXT  Col | Row | Default Setting | Available Setting
Description
Check Sync Time ‘ 7 ‘ 7 ‘ 5 ‘ 0.01s to 9999s step 0.01s

A user settable time delay is included for manual closure with System Check Synchronizing. If the System Check Synchronizing criteria are not satisfied in
this time period following a close command the IED will lockout and alarm.

CB mon LO reset ‘7 ‘8 ‘No ‘O:Noor 1=Yes
Command to reset the CB monitoring Lockout Alarm
Rst CB mon LO by ‘ 7 ‘ €) ‘ CB Close ‘ 0 = User Interface or 1 = CB Close

This setting is used to decide preferred option to reset a lockout condition caused by CB monitoring conditions either by a manual circuit breaker close
command or via the user interface.

CB mon LO RstDly ‘ 7 ‘ 0A ‘ 5 ‘ 0.1s to 600s step 0.01s

If Rst CB mon LO by is set to CB close then CB mon LO RstDly timer allows reset of CB lockout state after set time delay

Autoreclose Mode ‘ 7 ‘ 0B ‘ No Operation ‘ 0 = No Operation, 1 = In Service, 2 = Out of Service

Command to changes state of Auto-Reclose, In Service or Out of Service
AR Status ‘ 7 ‘ 0E ‘ 0 ‘ 0 = Out of Service or 1 =In Service
Status of the Auto Reclose - In Service / Out of service

0 =None

1 =52A all pole

2 =52B all pole

CB Status Input 7 11 52B Single pole 3=52A &52B all pole

4 = 52A single pole

5 =52B single pole

6 = 52A & 52B single pole

Setting to define the type of circuit breaker contacts that will be used for the circuit breaker control logic. Form A contacts match the status of the circuit
breaker primary contacts, form B are opposite to the breaker status.

When single pole is selected, individual contacts must be assigned in the Programmable Scheme Logic for phase Cat and phase Fdr. Setting all pole
means that only a single contact is used, common to all poles.

CB Status Time 7 T s |0.15 1o 55 step 0.01s

Under healthy conditions the circuit breaker auxiliary contacts will be in opposite states. Should both sets of contacts be open or closed, it indicates that
either the contacts, or the wiring, or the circuit breaker are defective and an alarm will be issued after CB Status Time delay. The time delay is set to avoid
unwanted operation during normal switching duties.

Reset AROK Ind ‘ 7 ‘ 82 ‘ No ‘ 0=Noor 1=Yes
If Res AROK by Ul is set to Enabled, this command provides a pulse to reset the successful AR indication for both CB's
Reset CB LO 7 83 |No [0=Noor 1= Yes

If Res LO by Ul is set to Enabled, this command provides a pulse to reset the lockout for CB.
Note: This requires the condition that caused the lockout to have been cleared.

CB Total Shots ‘ 7 ‘ 85 ‘ 0 ‘ Not Settable
Indicates the total number of CB reclosures

CB SUCC SPAR 7 8 |0 Not Settable
Indicates the total number of CB successful single pole reclosures

CBSUCCAPARShotL 7 [87 |0 | Not Settable
Indicates the total number of CB successful all pole reclosures at 1st shot

CBSUCCAPARSho2 |7 (88 |0 Not Settable
Indicates the total number of CB successful all pole reclosures at 2nd shot

CBSUCCAPARShot3 |7 (89 |0 | Not Settable
Indicates the total number of CB successful all pole reclosures at 3rd shot

CBSUCCAPARSho4 7 [8A |0 Not Settable
Indicates the total number of CB successful 3 pole reclosures at 4th shot

CB Failed Shots 7 s |0 | Not Settable

Indicates the total number of CB failed reclose cycles
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MENUTEXT  Col | Row | Default Setting | Available Setting
Description

Reset CB Shots ‘ 7 ‘ 8C ‘ No ‘ 0=Noor 1=Yes
This command resets all CB shots counters to zero
Res AROK hy Ul ‘ 7 ‘ 96 ‘ Enabled ‘ 0 = Disabled or 1 = Enabled
If Enabled, this allows the successful auto-reclose signal to be reset by user interface command Reset AROK Ind.
ReSAROKbyNoAR |7 |97 | Disabled 0=Disabled or 1 = Enabled
If Enabled, allows the successful autoreclose signal to be reset by autoreclosing being disabled
Res AROK by Ext ‘ 7 ‘ 98 ‘ Disabled ‘ 0 = Disabled or 1 = Enabled
If Enabled, allows successful autoreclose signal reset by external DDB input Ext Rst CBx AROK via PSL.
Res AROK by TDly ‘ 7 ‘ 99 ‘ Disabled ‘ 0 = Disabled or 1 = Enabled
If Enabled, allows successful autoreclose signal to reset after ime AROK Reset Time
Res AROK by TDly 7 A 1 1510 99995 step 1
Reset time for successful autoreclose signal if Res AROK by TDly is set to Enabled
Res LOby CBIIS 7 |98 | Enabled 0= Disabled or 1 = Enabled
If Enabled, allows reset of CB lockout state when CB is "In Service" (i.e. CB is closed for time > CB IS Time)
Res LO by UI ‘ 7 ‘ 9C ‘ Enabled ‘ 0 = Disabled or 1 = Enabled
If Enabled, allows reset of each CB lockout state by Ul command
Res LO by NoAR ‘ 7 ‘ 9D ‘ Disabled ‘ 0 = Disabled or 1 = Enabled
If Enabled, allows reset of CB lockout state by selecting autoreclosing disabled
Res LO by ExtDDB ‘ 7 ‘ 9E ‘ Disabled ‘ 0 = Disabled or 1 = Enabled
If Enabled, allows reset of CB lockout state by external DDB input Ext Rst CBx AROK via PSL.
Res LO by TDelay ‘ 7 ‘ 9F ‘ Disabled ‘ 0 = Disabled or 1 = Enabled
If Enabled, allows reset of CB lockout state after time LO Reset Time
LO Reset Time 7 m 1 1510 99995 step 1s

Reset time for CB lockout if Res LO by TDelay is set to Enabled
Table 10: CB CONTROL column

3.8 Date and Time

The DATE AND TIME column displays all the settings and data relating to the date and time, as well
as battery status.

MENU TEXT ‘ Col ‘ Row ‘ Default Setting ‘ Available Setting
Description
DATE AND TIME R |
This column contains Date and Time stamp settings
DatefTime 8 1 o |
Displays the IED’s current date and time.
Date '8 NA | 1Jan199 |
Displays the date. Front Panel Menu only
Time 8 NA|00:00 |
Displays the time. Front Panel Menu only
IRIG-B Sync ‘ 8 ‘ 4 ‘ Disabled ‘ 0 = Disabled or 1 = Enabled

Enable IRIG-B time synchronization.

0 = Card Not Fitted, 1 = Card Failed, 2 = Signal Healthy,

IRIG-B Status 8 5 0 3= No Signal
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MENUTEXT | Col Row | Default Setting | Available Setting
Description
Displays the status of IRIG-B
Battery Status ‘ 8 ‘ 6 ‘ 0 ‘ 0=Dead or 1 =Healthy
Displays whether the battery is healthy or not
Battery Alarm ‘ 8 ‘ 7 ‘ Enabled ‘ 0 = Disabled or 1 = Enabled
Enables or disables battery alarm. The battery alarm needs to be disabled when a battery is removed or not used
0 = Disabled,

1 =Trying server 1,
2 = Trying server 2,
SNTP Status 8 13 0 3= Server 1 OK,

4 = Server 2 OK,

5 = No response,

6 = No valid clock

IEC61850 or DNP3.0 over Ethernet versions only. Displays information about the SNTP time synchronization status

LocalTime Enable ‘ 8 ‘ 20 ‘ Flexible 0 = Disabled, 1 = Fixed or 2 = Flexible

Setting to turn on/off local time adjustments.

Disabled - No local time zone will be maintained. Time synchronization from any interface will be used to directly set the master clock and all displayed (or
read) times on all interfaces will be based on the master clock with no adjustment.

Fixed - A local time zone adjustment can be defined using the LocalTime offset setting and all interfaces will use local time except SNTP time
synchronization and IEC 61850 timestamps.

Flexible - A local time zone adjustment can be defined using the LocalTime offset setting and each interface can be assigned to the UTC zone or local time
zone with the exception of the local interfaces which will always be in the local time zone and IEC 61850/SNTP which will always be in the UTC zone.

LocalTime Offset R -720t0 720 step 15

Setting to specify an offset of -12 to +12 hrs in 15 minute intervals for local time zone. This adjustment is applied to the time based on the master clock
which is UTC/GMT

DST Enable ‘ 8 ‘ 22 ‘ Enabled ‘ 0 = Disabled or 1 = Enabled

Setting to turn on/off daylight saving time adjustment to local time.

DST Offset 8 3 |60 301060 step 30

Setting to specify daylight saving offset which will be used for the time adjustment to local time.

DST Start 8 |24 Last 0= First, 1 = Second, 2 = Third, 3= Fourth or 4 = Last

Setting to specify the week of the month in which daylight saving time adjustment starts

0 = Sunday, 1 = Monday, 2 = Tuesday, 3 = Wednesday,

DRI SN £ e Sy 4 = Thursday, 5 = Friday or 6 = Saturday

Setting to specify the day of the week in which daylight saving time adjustment starts

0 = January, 1 = February, 2 = March, 3 = April, 4 =
DST Start Month 8 26 March May, 5 = June, 6 = July, 7 = August, 8 = September, 9 =
October, 10 = November or 11 = December

Setting to specify the month in which daylight saving time adjustment starts
DST Start Mins 8 21 60 0101425 step 15

Setting to specify the time of day in which daylight saving time adjustment starts. This is set relative to 00:00 hrs on the selected day when time adjustment
is to start

DST End 8 |28 | Last 0= First, 1 = Second, 2 = Third, 3 = Fourth or 4 = Last

Setting to specify the week of the month in which daylight saving time adjustment ends

0 = Sunday, 1 = Monday, 2 = Tuesday, 3 = Wednesday,

BT St 22 £ & Sy 4 = Thursday, 5 = Friday or 6 = Saturday

Setting to specify the day of the week in which daylight saving time adjustment ends

0 = January, 1 = February, 2 = March, 3 = April, 4 =
DST End Month 8 2A October May, 5 = June, 6 = July, 7 = August, 8 = September, 9 =
October, 10 = November or 11 = December

Setting to specify the month in which daylight saving time adjustment ends
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MENUTEXT | Col Row | Default Setting | Available Setting
Description
DST End Mins 8 28 |60 0t 1425 step 15

Setting to specify the time of day in which daylight saving time adjustment ends. This is set relative to 00:00 hrs on the selected day when time adjustment
is to end

RP1 Time Zone 8 30 |uTC 10=UTCor1=Local
Setting for the rear port 1 interface to specify if time synchronization received will be local or universal time co-ordinated
RP2 Time Zone 8 3 |uTC [0=UTCor 1= Local
Setting for the rear port 2 interface to specify if time synchronization received will be local or universal time co-ordinated
DNPOE TimeZone |8 |32  |UTC 10=UTCor1=Local

DNP3.0 over Ethernet versions only. Setting to specify if time synchronisation received will be local or universal time
co-ordinated.

Tunnel TmeZone |8 |33 |UTC [0=UTCor1= Local
Ethernet versions only for tunnelled courier. Setting to specify if time synchronization received will be local or universal time co-ordinated

Table 11: DATE AND TIME column

3.9 Configuration

The settings in this column are mainly concerned with switching on or off the protection functions. If a
protection function is enabled, the settings associated with this function will appear in the HMI panel
menu. If it is disabled, the settings associated with that function are not shown in the HMI panel menu.

The CONFIGURATION column is also used to enabling, disabling and activating Protection Setting
Groups and controlling the visibility/invisibility of columns such as Control Inputs in order to simplify the

menu.
MENU TEXT ‘ Col ‘ Row ‘ Default Setting ‘ Available Setting
Description

CONFIGURATION 9 0 0 |

This column contains all the general configuration options
0 = No Operation, 1 = All Settings, 2 = Setting Group 1,

Restore Defaults 9 1 No Operation 3 = Setting Group 2, 4 = Setting Group 3, 5 = Setting
Group 4

Setting to restore a setting group to factory default settings.

To restore the default values to the settings in any Group settings, set the ‘restore defaults’ cell to the relevant Group number. Alternatively it is possible to
set the ‘restore defaults’ cell to ‘all settings’ to restore the default values to all of the IED'’s settings, not just the Group settings.

The default settings will initially be placed in the scratchpad and will only be used by the IED after they have been confirmed by the user.

Note: Restoring defaults to all settings includes the rear communication port settings, which may result in communication via the rear port being disrupted if
the new (default) settings do not match those of the master station.

Setting Group ‘ 9 ‘ 2 ‘ Select via Menu ‘ 0 = Select via Menu or 1 = Select via PSL

Allows setting group changes to be initiated via Opto Input or via Menu
Active Settings ‘ 9 ‘ 3 ‘ Group 1 ‘ 0=Group 1, 1 = Group 2, 2 = Group 3, 3 = Group 4
Selects the active setting group.

Save Changes ‘ 9 ‘ 4 ‘ No Operation ‘ 0 = No Operation, 1 = Save, 2 = Abort

Saves all IED settings.
Copy From ‘ 9 ‘ 5 ‘ Group 1 ‘ 0=Group 1, 1 = Group 2, 2 = Group 3, 3 = Group 4

Allows displayed settings to be copied from a selected setting group

0 = No Operation, 1 = Group 1, 2 = Group 2, 3 = Group

Copy To 9 6 No Operation 3

Allows displayed settings to be copied to a selected setting group
Setting Group 1 ‘ 9 ‘ 7 ‘ Enabled 0 = Disabled or 1 = Enabled
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MENUTEXT  Col | Row Default Setting | Available Setting
Description

Settings Group 1. If the setting group is disabled from the configuration, then all associated settings and signals are hidden, with the exception of this
setting.

Setting Group 2 ‘ 9 ‘ 8 ‘ Disabled ‘ 0 = Disabled or 1 = Enabled

Settings Group 2. If the setting group is disabled from the configuration, then all associated settings and signals are hidden, with the exception of this
setting.

Setting Group 3 ‘ €) ‘ €) ‘ Disabled ‘ 0 = Disabled or 1 = Enabled

Settings Group 3. If the setting group is disabled from the configuration, then all associated settings and signals are hidden, with the exception of this
setting.

Setting Group 4 ‘ 9 ‘ 0A ‘ Disabled ‘ 0 = Disabled or 1 = Enabled

Settings Group 4. If the setting group is disabled from the configuration, then all associated settings and signals are hidden, with the exception of this
setting.

Distance ‘ 9 ‘ 0B ‘ Enabled ‘ 0 = Disabled or 1 = Enabled

Only in models with Distance option. To enable (activate) or disable (turn off) the Distance Protection: ANSI 21/21N.

Operation Mode ‘ 9 ‘ 0D ‘ Single Phase ‘ 0 = Single Phase or 1 = Autotransformer
To select the operation mode between Autotransformer enable (activate) or Single Phase enable (turn off).

Defrost Prot ‘ 9 ‘ OE ‘ Enabled ‘ 0 = Disabled or 1 = Enabled
To enable (activate) or disable (turn off) the Defrost Protection.

Overcurrent ‘ €) ‘ 10 ‘ Disabled ‘ 0 = Disabled or 1 = Enabled
To enable (activate) or disable (turn off) the Phase Overcurrent Protection function. I> stages: ANSI 50/51/67

Panto Flash Over ‘ 9 ‘ 11 ‘ Disabled ‘ 0 = Disabled or 1 = Enabled
To enable (activate) or disable (turn off) the Panto Flash Over Protection function.

High Z Delta | 9 |14 Disabled 0= Disabled or 1 = Enabled
To enable (activate) or disable (turn off) the High Impedance Delta | function

Thermal Overload ‘ 9 ‘ 17 ‘ Disabled ‘ 0 = Disabled or 1 = Enabled
To enable (activate) or disable (turn off) the Thermal Overload Protection function. ANSI 49.

Volt Protection ‘ €) ‘ 1D ‘ Disabled ‘ 0 = Disabled or 1 = Enabled
To enable (activate) or disable (turn off) the Voltage Protection (under/overvoltage/remote) function. V<, V>, Cp V> stages: ANSI 27/59/59R.
CB Fail ‘ €) ‘ 20 ‘ Disabled ‘ 0 = Disabled or 1 = Enabled
To enable (activate) or disable (turn off) the Circuit Breaker Fail Protection function: ANSI 50BF.

Supervision ‘ 9 ‘ 21 ‘ Enabled ‘ 0 = Disabled or 1 = Enabled
To enable (activate) or disable (turn off) the Supervision (VTS) functions: ANSI 47/27/46.

System Checks ‘ 9 ‘ 23 ‘ Disabled ‘ 0 = Disabled or 1 = Enabled
To enable (activate) or disable (turn off) the System Checks (Check Sync. and Voltage Monitor) function: ANSI 25.
Auto-Reclose ‘ 9 ‘ 24 ‘ Disabled ‘ 0 = Disabled or 1 = Enabled
To enable (activate) or disable (turn off) the Auto-reclose function. ANSI 79.

Input Labels 9 | |visible 0= Invisible or 1= Visible
Sets the Input Labels menu visible further on in the IED settings menu.

Output Labels 9 (2 Visble 0= Invisible or 1= Visible
Sets the Output Labels menu visible further on in the IED settings menu.

CT & VT Ratios 9 |28 Visile 0= Invisible or 1= Visible
Sets the Current & Voltage Transformer Ratios menu visible further on in the IED settings menu.

Record Control ‘ 9 ‘ 29 ‘ Visible ‘ 0 = Invisible or 1 = Visible
Sets the Record Control menu visible further on in the IED settings menu.

Disturb Recorder ‘ 9 ‘ 2A ‘ Visible ‘ 0 = Invisible or 1 = Visible

Sets the Disturbance Recorder menu visible further on in the IED settings menu.
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MENUTEXT  Col | Row Default Setting | Available Setting
Description
Measure't Setup ‘ 9 ‘ 2B ‘ Visible ‘ 0 = Invisible or 1 = Visible
Sets the Measurement Setup menu visible further on in the IED settings menu.
Comms Settings ‘ 9 ‘ 2C ‘ Visible ‘ 0 = Invisible or 1 = Visible

Sets the Communications Settings menu visible further on in the IED settings menu. These are the settings associated with the 1st and 2nd rear
communications ports

Commission Tests ‘ 9 ‘ 2D ‘ Visible ‘ 0 = Invisible or 1 = Visible

Sets the Commissioning Tests menu visible further on in the IED settings menu.

Setting Values ‘ 9 ‘ 2E ‘ Primary ‘ 0 =Primary or 1 = Secondary

This affects all protection settings that are dependent upon CT and VT ratios. All subsequent settings input must be based in terms of this reference.
Control Inputs ‘ 9 ‘ 2F ‘ Visible ‘ 0 = Invisible or 1 = Visible

Activates the Control Input status and operation menu further on in the IED setting menu.

Control I/P Config ‘ 9 ‘ 35 ‘ Visible ‘ 0 = Invisible or 1 = Visible

Sets the Control Input Configuration menu visible further on in the IED setting menu.

Ctrl /P Labels 9 |3 | Visble 0= Invisible or 1= Visible

Sets the Control Input Labels menu visible further on in the IED setting menu.

Direct Access 9 39 Enabled

Ctrl Only

0= Disabled, 1 = Enabled, 2 = Hotkey only, or 3= CB

Defines what CB control direct access is allowed. The front direct access keys that are used as a short cut function of the menu may be:
Disabled — No function visible on the LCD.

Enabled - All control functions mapped to the Hotkeys and Control Trip/Close are available.

Hotkey Only — Only control functions mapped to the Hotkeys are available on the LCD.

CB Ctrl Only — Only Control Trip/Control Close command will appear on the IED’s LCD.

InterMiCOM ‘ 9 ‘ 40 ‘ Enabled ‘ 0 = Disabled or 1 = Enabled
To enable (activate) or disable (turn off) EIA (RS) 232 InterMiCOM (integrated teleprotection).

InterMiCOM 64 9 |41 Disabled 0= Disabled or 1 = Enabled
To enable (activate) or disable (turn off) InterMiCOM64 (integrated 56/64kbit/s teleprotection).

Function Key ‘ 9 ‘ 50 ‘ Visible ‘ 0 = Invisible or 1 = Visible
Sets the Function Key menu visible further on in the IED setting menu.

RP1 Read Only 9 |FB Disabled 0= Disabled or 1 = Enabled
To enable (activate) or disable (turn off) Read Only Mode of Rear Port 1.

RP2 Read Only ‘ 9 ‘ FC ‘ Disabled ‘ 0 = Disabled or 1 = Enabled
To enable (activate) or disable (turn off) Read Only Mode of Rear Port 2.

NIC Read Only ‘ €) ‘ FD ‘ Disabled ‘ 0 = Disabled or 1 = Enabled
Ethernet versions only. To enable (activate) or disable (turn off) Read Only Mode of Network Interface Card.

LCD Contrast ‘ 9 ‘ FF ‘ 11 ‘ Oto3lstepl

Sets the LCD contrast.

Table 12: CONFIGURATION column

Note: When you select 'restore defaults to all settings', this includes the rear communication port settings.
This will result disrupt communication via the rear port if the new (default) settings do not match

those of the master station.
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3.10 CT and VT Ratios

The CT AND VT RATIOS column contains the settings for defining the main system current and
voltage transformers, such as the primary and secondary voltage and current ratings.

MENU TEXT ‘ Col ‘ Row ‘ Default Setting ‘ Available Setting
Description

CTANDVTRATIOS [0A [0 |0 |
This column contains settings for Current and Voltage Transformer ratios
Main VT Primary A 1 110 1100Vt 1 MV step 1V
Sets the main voltage transformer input primary voltage.
Main VT Sec'y A |2 10 180V10140Vstep 1V
Sets the main voltage transformer input secondary voltage.
CS VT Primary A 3 110 1100Vto1 MV step 1V
Sets the System Check Synchronism voltage transformer input primary voltage.
CSVTSeconday ~ O0A (4 110 180V10140V step 1V
Sets the System Check Synchronism voltage transformer input secondary voltage.
Phase CT Primary A 7 1 | 1At0 30KA step 1A
Sets the phase current transformer input primary current rating.
Phase CT Secy A [8 1 1A 0r 5A
Sets the phase current transformer input secondary current rating.
Def CT Primary ‘ 0A ‘ 9 ‘ 1 ‘ 1A to 30kA step 1A
Sets the defrost current transformer input primary current rating.
Def CT Sec'y A | 1 1A 0r 5A
Sets the defrost current transformer input secondary current rating.

0=CAT,
CS Input 0A OF CAT 1=FDR,

2 = CAT+FDR,
Selects the System Check Synchronism Input voltage measurement.
Main VT Location ‘ 0A ‘ 10 ‘ Line ‘ 0=Lineor 1=Bus
Selects the main voltage transformer location.
CT Polarity ‘ 0A ‘ 11 ‘ Standard ‘ 0 = Standard or 1 = Inverted
To invert polarity (180 °) of the CT
Def CT Polarity ‘ 0A ‘ 12 ‘ Standard ‘ 0 = Standard or 1 = Inverted

To invert polarity (180 °) of the DEF CT

Table 13: CT AND VT RATIOS column

3.11 Record Control

The RECORD CONTROL column contains settings that enable or disable the recording of events and
faults. You can also allow or disallow individual Digital Data Bus signals (DDB lines) from being
included as a recorded event.

MENUTEXT | Col | Row | Default Setting | Available Setting
Description
RECORDCONTROL  [0B [0 |0 |
This column contains settings for Record Controls
Alarm Event ‘ 0B ‘ 4 ‘ Enabled ‘ 0 = Disabled or 1 = Enabled

Disabling this setting means that no event is generated for alarms
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MENUTEXT | Col | Row | Default Setting | Available Setting
Description

Relay O/P Event ‘ 0B ‘ 5 ‘ Enabled ‘ 0 = Disabled or 1 = Enabled
Disabling this setting means that no event will be generated for any change in logic output state.
Opto Input Event ‘ 0B ‘ 6 ‘ Enabled ‘ 0 = Disabled or 1 = Enabled
Disabling this setting means that no event will be generated for any change in logic input state.
General Event ‘ 0B ‘ 7 ‘ Enabled ‘ 0 = Disabled or 1 = Enabled
Disabling this setting means that no General Events are generated
Fault Rec Event ‘ 0B ‘ 8 ‘ Enabled ‘ 0 = Disabled or 1 = Enabled
Disabling this setting means that no event will be generated for any fault that produces a fault record
Maint Rec Event ‘ 0B ‘ €) ‘ Enabled ‘ 0 = Disabled or 1 = Enabled
Disabling this setting means that no event will be generated for any occurrence that produces a maintenance record.
Protection Event ‘ 0B ‘ 0A ‘ Enabled ‘ 0 = Disabled or 1 = Enabled

Disabling this setting means that any operation of protection elements will not be logged as an event

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB31-0 0B 40 OXFRFFFFFF event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 63 - 32 0B 41 OXFFFFFFFF event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 95 - 64 0B 42 OXFFFFFFFF event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 127 - 96 0B 43 OXFRFFFFFF event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 159 - 128 0B 44 OxFFFFFFFF event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 191 - 160 0B 45 OXFRFFFFFF event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 223 - 192 0B 46 OxFFFFFFFF event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 255 - 224 0B 47 OxFFFFFFFF event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 287 - 256 0B 48 OXFRFFFFFF event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.
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MENUTEXT | Col | Row | Default Setting Available Setting
Description
i 32-bit binary setting: 1 = event recording Enabled, 0 =
DDB 319 - 288 0B 49 OXFFFFFFFF event recording Disabled

Chooses whether any individual DD

changes such as an Opto

B's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
input assigned for Minute Pulse clock synchronizing.

DDB 351 - 320

0B

4A | OXFFFFFFFF

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled

Chooses whether any individual DD
input assigned for Minute Pulse clock synchronizing.

changes such as an Opto

B's should be deselected as a stored event, by setting the rele

vant bit to 0 (zero). Typically used for repetitive recurrent

DDB 383 - 352

0B

4B | OXFFFFFFFF

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled

Chooses whether any individual DD
input assigned for Minute Pulse clock synchronizing.

changes such as an Opto

B's should be deselected as a stored event, by setting the rele

vant bit to 0 (zero). Typically used for repetitive recurrent

DDB 415 - 384

0B

AC | OXFFFFFFFF

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled

Chooses whether any individual DD
input assigned for Minute Pulse clock synchronizing.

changes such as an Opto

B's should be deselected as a stored event, by setting the rele

vant bit to 0 (zero). Typically used for repetitive recurrent

DDB 447 - 416

0B

4D | OXFFFFFFFF

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled

Chooses whether any individual DD
input assigned for Minute Pulse clock synchronizing.

changes such as an Opto

B's should be deselected as a stored event, by setting the rele

vant bit to 0 (zero). Typically used for repetitive recurrent

DDB 479 - 448

0B

4E | OXFFFFFFFF

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled

Chooses whether any individual DD
input assigned for Minute Pulse clock synchronizing.

changes such as an Opto

B's should be deselected as a stored event, by setting the rele

vant bit to 0 (zero). Typically used for repetitive recurrent

DDB 511 - 480

0B

4F OXFFFFFFFF

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled

Chooses whether any individual DD
input assigned for Minute Pulse clock synchronizing.

changes such as an Opto

B's should be deselected as a stored event, by setting the rele

vant bit to 0 (zero). Typically used for repetitive recurrent

DDB 543 - 512

0B

50 OxFFFFC7FF

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled

Chooses whether any individual DD
input assigned for Minute Pulse clock synchronizing.

changes such as an Opto

B's should be deselected as a stored event, by setting the rele

vant bit to 0 (zero). Typically used for repetitive recurrent

DDB 575 - 544

0B

51 OXFFFFFFFF

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled

Chooses whether any individual DD
input assigned for Minute Pulse clock synchronizing.

changes such as an Opto

B's should be deselected as a stored event, by setting the rele

vant bit to 0 (zero). Typically used for repetitive recurrent

DDB 607 - 576

0B

52 OxFFFFFBBF

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled

Chooses whether any individual DD
input assigned for Minute Pulse clock synchronizing.

changes such as an Opto

B's should be deselected as a stored event, by setting the rele

vant bit to 0 (zero). Typically used for repetitive recurrent

DDB 639 - 608

0B

59 OxFFEF7BDE

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled

Chooses whether any individual DD
input assigned for Minute Pulse clock synchronizing.

changes such as an Opto

B's should be deselected as a stored event, by setting the rele

vant bit to 0 (zero). Typically used for repetitive recurrent

DDB 671 - 640

0B

54 OXF7777FFF

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled

Chooses whether any individual DD
input assigned for Minute Pulse clock synchronizing.

changes such as an Opto

B's should be deselected as a stored event, by setting the rele

vant bit to 0 (zero). Typically used for repetitive recurrent

DDB 703 - 672

0B

55 OXFF7777FF

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled
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MENUTEXT | Col | Row | Default Setting | Available Setting

Description

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 735-704 0B 56 OXFFFFFFFF event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 767 - 736 0B |57 0xDC00001D event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 799 - 768 0B 58 OXEEEFFFDD event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 831 - 800 0B 59 OxFFFFFFFE event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 863 - 832 0B A OXFFDFFFFF event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 895 - 864 0B 5B OXFTFFFFFE event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 927 - 896 0B 5C OXFF8787FF event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 959 - 928 0B 5D OXFRFFFFFF event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 991 - 960 0B SE OXFFFFFFFF event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 1023 - 992 0B 5F OXFFFFFFFF . .
event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 1055 - 1024 0B 60 OXFFFFFFFF event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 1087 - 1056 0B 61 OXFFFFFFFF event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.
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MENUTEXT | Col | Row | Default Setting Available Setting
Description
i 32-bit binary setting: 1 = event recording Enabled, 0 =
DDB 1119 - 1088 0B 62 OXFFFFFFFF event recording Disabled

Chooses whether any individual DD

changes such as an Opto

B's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
input assigned for Minute Pulse clock synchronizing.

DDB 1151 - 1120

0B

63 OXFFFFFFFF

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled

Chooses whether any individual DD
input assigned for Minute Pulse clock synchronizing.

changes such as an Opto

B's should be deselected as a stored event, by setting the rele

vant bit to 0 (zero). Typically used for repetitive recurrent

DDB 1183 - 1152

0B

64 OX0OFFFFFF

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled

Chooses whether any individual DD
input assigned for Minute Pulse clock synchronizing.

changes such as an Opto

B's should be deselected as a stored event, by setting the rele

vant bit to 0 (zero). Typically used for repetitive recurrent

DDB 1215 - 1184

0B

65 OXFFFFFFFF

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled

Chooses whether any individual DD
input assigned for Minute Pulse clock synchronizing.

changes such as an Opto

B's should be deselected as a stored event, by setting the rele

vant bit to 0 (zero). Typically used for repetitive recurrent

DDB 1247 - 1216

0B

66 OXFFFFFFFF

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled

Chooses whether any individual DD
input assigned for Minute Pulse clock synchronizing.

changes such as an Opto

B's should be deselected as a stored event, by setting the rele

vant bit to 0 (zero). Typically used for repetitive recurrent

DDB 1279 - 1248

0B

67 OXFFFFFFFF

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled

Chooses whether any individual DD
input assigned for Minute Pulse clock synchronizing.

changes such as an Opto

B's should be deselected as a stored event, by setting the rele

vant bit to 0 (zero). Typically used for repetitive recurrent

DDB 1311 - 1280

0B

68 OXFFFFFFFF

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled

Chooses whether any individual DD
input assigned for Minute Pulse clock synchronizing.

changes such as an Opto

B's should be deselected as a stored event, by setting the rele

vant bit to 0 (zero). Typically used for repetitive recurrent

DDB 1343 - 1312

0B

69 OXFFFFFFFF

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled

Chooses whether any individual DD
input assigned for Minute Pulse clock synchronizing.

changes such as an Opto

B's should be deselected as a stored event, by setting the rele

vant bit to 0 (zero). Typically used for repetitive recurrent

DDB 1375 - 1344

0B

6A | OXFFFFFFFF

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled

Chooses whether any individual DD
input assigned for Minute Pulse clock synchronizing.

changes such as an Opto

B's should be deselected as a stored event, by setting the rele

vant bit to 0 (zero). Typically used for repetitive recurrent

DDB 1407 - 1376

0B

6B | OXFFFFFFFF

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled

Chooses whether any individual DD
input assigned for Minute Pulse clock synchronizing.

changes such as an Opto

B's should be deselected as a stored event, by setting the rele

vant bit to 0 (zero). Typically used for repetitive recurrent

DDB 1439 - 1408

0B

6C OxD3FFFFFF

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled

Chooses whether any individual DD
input assigned for Minute Pulse clock synchronizing.

changes such as an Opto

B's should be deselected as a stored event, by setting the rele

vant bit to 0 (zero). Typically used for repetitive recurrent

DDB 1471 - 1440

0B

6D OxFFFFFIF3

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled

Chooses whether any individual DD
input assigned for Minute Pulse clock synchronizing.

changes such as an Opto

B's should be deselected as a stored event, by setting the rele

vant bit to 0 (zero). Typically used for repetitive recurrent

DDB 1503 - 1472

0B

6E | OXFFFFFFFF

32-bit binary setting: 1 = event recording Enabled, 0 =
event recording Disabled
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MENUTEXT | Col | Row | Default Setting | Available Setting

Description

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 1535 - 1504 0B 6F OXFFFFFFFF event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 1567 - 1536 0B 70 0x990CF27F . .
event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 1599 - 1568 0B 71 OxFFFFFFFA event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Opto input assigned for Minute Pulse clock synchronizing.

32-bit binary setting: 1 = event recording Enabled, 0 =

DDB 1631 - 1600 0B 72 OXFFFFFFFL event recording Disabled

Chooses whether any individual DDB's should be deselected as a stored event, by setting the relevant bit to 0 (zero). Typically used for repetitive recurrent
changes such as an Op